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Publishable executive summary   

The BioReCer project is aimed at enhancing the bio-based economy to respond to 

immediate needs related to circularity, sustainability, transparency, and accountability 

in biological feedstock supply chains. Deliverable 3.1, titled "Complete and Approved 

Theoretical Framework for Tracking and Traceability (T&T) as the Modus Operandi of 

Biological Feedstock Labelling," represents a foundational step toward the realization 

of these objectives. The aim is to set a strong theoretical framework for T&T systems 

in the context of the peculiar challenges of bio-based supply chains, in conformity with 

European Union (EU) regulations and sustainability goals. 

Bio-based supply chains, including fisheries, forestry, agriculture, and sewage sludge 

management, are characterized by their complexity and variability. The diversity of 

feedstocks, fragmentation of stakeholders, and the absence of standardized tracking 

and labelling systems pose challenges to these sectors. Existing certification schemes 

often do not   address real-time data integration or enable seamless interoperability 

among diverse actors. Deliverable 3.1 addressed these gaps by offering a 

comprehensive framework that incorporates theoretical insights and innovative 

technologies, including blockchain and Internet of Things (IoT), to enhance supply 

chain traceability and stakeholder collaboration. 

At the core of the T&T framework is a centralized blockchain infrastructure that 

provides a secure and immutable ledger for tracking supply chain activities. This 

system promotes data transparency and integrity, which are essential for regulatory 

compliance and stakeholder trust. To cater to the specific needs of diverse bio-based 

sectors, the framework integrates customized data collection tools, such as vessel 

monitoring systems for fisheries and soil sensors for agriculture. These tools facilitate 

accurate data capture and support real-time monitoring, enabling stakeholders to 

make informed decisions and meet sustainability targets. 

The framework’s design prioritizes stakeholder engagement and collaboration. 

Application Programming Interfaces (APIs) and user-friendly Information and 

Communication Technology (ICT)  tools bridge the gap between WP3, which manages 

the blockchain infrastructure, and external stakeholders facilitated by WP5. Real-time 

reports provide actionable insights into supply chain performance, compliance metrics, 

and environmental indicators. Additionally, training programs and technical support 

equip stakeholders to effectively utilize the framework, promoting adoption and 

participation across sectors. 
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An initial pilot tested in the fisheries sector demonstrated the framework's ability to 

track and record supply chain activities with accuracy. These tests validated the 

framework’s effectiveness in integrating sector-specific tools and providing actionable 

insights.  

The WP3 T&T framework delivered robust technical capabilities for compliance and 

traceability. By integrating advanced technologies such as blockchain and IoT, the 

framework provides a secure, transparent, and immutable system for managing bio-

based supply chains. It enables precise tracking and monitoring across diverse sectors, 

leveraging sector-specific tools like hyperspectral imaging and real-time data 

dashboards to maintain data accuracy and reliability. This technical infrastructure 

addresses the complexities of bio-based supply chains, enabling seamless data 

exchange, automated compliance validation, and performance reporting. Its scalability 

and adaptability make it a practical solution for tackling the challenges of sustainability 

and transparency in the bioeconomy. 

Deliverable 3.1 marks a critical milestone in the BioReCer project, demonstrating the 

potential of the T&T framework to transform bio-based supply chain management. 

Through its innovative design, strong stakeholder engagement, and alignment with 

regulatory requirements, the framework establishes a solid foundation for achieving 

the project’s objectives. Moving forward, the insights gained from this deliverable will 

inform the full-scale implementation and validation of the framework, advancing 

sustainability, accountability, and transparency across bio-based industries. 
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1. Tracking & traceability: Introduction 

The transition towards a sustainable and circular bioeconomy requires the 

establishment of robust frameworks for tracking and traceability (T&T) to guarantee 

the reliability, transparency, and conformity of biological feedstocks across various 

supply chains. Deliverable 3.1 (D3.1) of the BioReCer project is crucial in establishing 

the theoretical foundation for T&T systems specifically designed for bio-based 

industries. This deliverable aims to create a comprehensive framework that combines 

modern technological solutions, such as blockchain, with traditional methodologies to 

effectively manage the growing complexity and scale of bio-based supply chains. 

Tracking and Traceability refer to the ability to systematically monitor the 

movement, origin, and history of materials or products throughout their lifecycle. In 

the context of bio-based industries, T&T systems ensure that biological feedstocks 

meet sustainability and regulatory requirements while enabling stakeholders to 

validate the integrity of their supply chains.  Figure 1 illustrates the product supply 

chain, showcasing tracking from raw materials to retailers and tracing them back from 

customers to origin. 

 

 

Figure 1: Product supply chain. 

Tracking and traceability play a vital role in advancing the European Union’s Zero 

Pollution and sustainability objectives by promoting accountability and maintaining 

data transparency [1], [2].  

The T&T framework outlined in this deliverable bridges gaps in existing certification 

schemes by establishing interoperable data structures and standardized data exchange 

protocols. In this context, harmonization refers to the alignment of diverse sector-

specific requirements, regulatory standards, and certification schemes into a unified 
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and interoperable framework. This is achieved by integrating blockchain technology 

for secure, immutable records, sensors and IoT-enabled tools for real-time data 

capture and manual questionnaires if the real-time data collection is not possible. 

To support a circular and bio-based economy, the framework incorporates tailored 

tools, such as vessel monitoring systems for fisheries and environmental sensors for 

agriculture, ensuring sector-specific needs are met. These tools and data streams are 

systematically aligned with existing regulatory and certification schemes, enabling 

seamless collaboration across different stakeholder groups, including producers, 

manufacturers, policy makers, policy makers, and end-users. By unifying these diverse 

elements, the framework creates a standardized and flexible approach that enhances 

traceability, accountability, and sustainability in bio-based supply chains. 

BioReCer’s focus on biological feedstocks highlights the unique challenges posed by 

bio-based materials, such as their variability, perishability, and diverse sources. To 

address these challenges, Deliverable 3.1 introduces a framework that upholds the 

integrity and traceability of biological resources while aligning with broader 

environmental and circularity indicators (CI). This integration strengthens compliance 

with European policies, enhances market confidence, and promotes the adoption of 

bio-based products. 

 

1.1 Background  

Bio-based supply chains are at the forefront of Europe’s transition to a circular and 

sustainable economy, offering environmentally friendly alternatives to fossil-based 

products [3]. These supply chains, characterized by their complexity and diversity, 

span multiple sectors, including agriculture, forestry, and bioenergy. The increasing 

demand for transparency and accountability in these sectors has brought T&T to the 

forefront of policy and industrial agendas. Meeting sustainability criteria for biological 

feedstocks while maintaining their traceability across global supply chains is pivotal to 

achieving the European Union’s Zero Pollution Action Plan and Circular Economy 

objectives. 

Despite advancements, existing supply chain management practices face significant 

challenges in addressing the dynamic and complexity nature of bio-based industries. 

Certification schemes provide a foundation for compliance but often lack mechanisms 

for real-time data integration and multi-stakeholder interoperability. This creates 

critical gaps in traceability, impacting stakeholders' ability to validate the origins and 

sustainability of materials throughout the supply chain. 
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1.1.1 Challenges in current supply chains 

Bio-based supply chains face a multitude of challenges, particularly as they strive to 

meet the demands of sustainability, traceability, and compliance with evolving 

regulations [4], [5]. One of the primary hurdles in bio-based supply chains is the lack 

of harmonized standards and data-sharing mechanisms. Supply chains often span 

multiple regions with differing regulatory frameworks, making it difficult to promote 

uniformity in traceability practices. Additionally, the variability and perishability of 

biological feedstocks present unique challenges that traditional tracking systems 

struggle to address. These limitations impede the ability of stakeholders to make 

informed decisions and promote compliance with sustainability goals. 

These challenges initiate from the inherent complexity of supply chain networks, 

variability in feedstock types, and the integration of diverse stakeholder systems. 

Below, we discuss these challenges: 

 

Fragmentation across stakeholders 

Bio-based supply chains often span multiple regions, involving numerous stakeholders 

such as suppliers (e.g. farmers, harvesters), processors, transporters, manufacturers, 

and retailers. This fragmentation creates silos of information, where data is not easily 

accessible or shared. Without seamless communication between stakeholders, 

inconsistencies in data can arise, leading to a lack of trust and accountability across 

the chain [6]. 

 

Regulatory discrepancies 

Supply chains operate under a variety of regional and international regulations that 

can differ significantly in scope and requirements [7]. For example, EU Directives 

emphasize circularity and sustainability goals, whereas non-EU countries may lack 

equivalent frameworks. 

This regulatory mismatch not only complicates operations but also increases the 

administrative burden on stakeholders who need to comply with multiple standards 

simultaneously. 

 

Discrepancies related to certification schemes 

Voluntary certification schemes have become essential tools for verifying the 

sustainability and traceability of biological feedstocks along the supply chain. However, 

these schemes often lack the technological infrastructure to handle complex, real-time 

data flows [8]. The T&T framework aims to complement and enhance these existing 
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schemes by integrating advanced technologies that enable dynamic data validation 

and interoperability. Together with the existing traceability requirements in the 

certification schemes and integrated T&T framework with real time data, tracking and 

track and trace of biological feedstock can be strengthened. 

 

Limited real-time data integration 

Traditional supply chain management systems often lack real-time data integration 

capabilities, particularly in bio-based industries. This limitation results in delays in data 

availability, making it difficult to monitor the condition and movement of biological 

feedstocks. For perishable materials like biomass or agricultural products, the absence 

of timely data can lead to significant losses and inefficiencies [9]. 

 

Variability and perishability of feedstocks 

Unlike manufactured goods, biological feedstocks are highly variable in quality and 

characteristics due to factors such as weather conditions, soil quality, and harvesting 

methods. Additionally, these materials are often perishable, requiring careful handling 

and rapid transportation to maintain their quality. Traditional supply chain systems are 

not equipped to account for this variability, leading to challenges in standardization 

and inventory management.  

 

Data security and integrity 

Protecting the security and integrity of data across supply chains is crucial, as 

traditional systems are prone to vulnerabilities such as data tampering and 

unauthorized access. This is particularly problematic in bio-based supply chains, where 

transparency and trust are essential for verifying the origin and sustainability of 

materials. Without robust mechanisms for maintaining data immutability, stakeholders 

may face reputational risks and compliance challenges. 

 

Inefficient use of technology 

While emerging technologies like blockchain and IoT hold significant potential, their 

adoption in bio-based industries remains limited due to factors such as: 

− Cost: Implementing advanced technology can be prohibitively expensive for 

small and medium-sized enterprises (SMEs). 

− Technical Expertise: Many stakeholders lack the expertise required to 

implement and maintain these systems effectively. 
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− Interoperability: Existing systems often lack the capability to integrate with 

newer technologies, creating barriers to adoption. 

 

Traceability gaps in multi-tier supply chains: 

Bio-based supply chains often extend across multiple tiers, including primary 

producers, intermediate processors, and final manufacturers. Tracing the journey of a 

product from source to end-user is complex, particularly when intermediate stages 

involve blending or combining materials from multiple sources. These traceability gaps 

can lead to a lack of confidence in making sustainability claims by the actors of the 

supply chain and reduce the value of certification schemes. 

 

Environmental and social accountability 

Stakeholders in bio-based supply chains are increasingly expected to account for 

environmental and social impacts related to climate change, loss of biodiversity, fair 

labour and circularity, among others.  However, many supply chains lack the tools to 

measure some of these issues, mainly caused by the lack of suitable metrics to quantify 

them. This lack of accountability poses risks for stakeholders who are under pressure 

to demonstrate their contributions to sustainability goals [10]. 

 

1.1.3 Technological solutions for enhanced T&T 

Emerging technologies such as blockchain, IoT, and Hyperspectral Imaging (HSI) offer 

promising solutions to the challenges faced by bio-based supply chains [11]. 

Blockchain technology guaranties data security and immutability, addressing concerns 

around data tampering and information asymmetry. IoT devices enable real-time 

monitoring of biological feedstocks, providing critical data on their condition and 

location. HSI adds another layer of traceability by offering detailed insights into the 

composition and quality of materials. Together, these technologies form the backbone 

of the T&T framework, delivering a robust and scalable solution for modern supply 

chains. 

 

1.1.4 Policy and regulatory context 

The European Union has been a global leader in promoting sustainability and circular 

economy principles. These policies emphasize the importance of traceability in 

achieving environmental and economic goals. The Circular Economy Action Plan, in 

particular, highlights the need for innovative solutions to improve material tracking 

and resource efficiency. The T&T framework aligns closely with these policy objectives, 
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providing a practical implementation pathway for achieving compliance and advancing 

sustainability metrics. 

 

1.1.5 BioReCer’s role in advancing T&T 

To overcome these challenges, bio-based supply chains need to adopt innovative 

solutions that enhance transparency, accountability, and efficiency. Key approaches 

include: 

● Blockchain integration: Guarantees data immutability and secure sharing 

across stakeholders. 

● IoT deployment: Enables real-time monitoring of feedstock condition and 

movement. 

● Harmonization of standards: Aligns certification schemes and policy 

frameworks across regions. 

● Questionnaires as a complementary approach: In cases where IoT devices and 

sensors are unavailable, structured questionnaires can serve as a practical 

alternative for data collection. These questionnaires can: 

− Capture essential information on feedstock origin, quality, and handling 

processes. 

− Provide insights into supply chain stages where technological monitoring 

is limited. 

− Serve as a foundation for developing predictive models or validating 

manual processes. 

● Capacity building: Provides training and resources for stakeholders to adopt 

and utilize advanced technologies effectively. 

 

Using its multidisciplinary expertise and stakeholder network, WP3 aimed to develop 

a T&T framework that is both comprehensive and adaptable. In WP3, the BioReCer 

team designed a centralized blockchain system to secure data immutability and 

transparency. Additionally, real-time monitoring tools, such as IoT-enabled sensors 

and vessel tracking systems, tailored to the needs of sectors like fisheries and 

agriculture were implemented. Deliverable 3.1 serves as a foundational step in this 

endeavour, offering a theoretical blueprint that informs subsequent implementation 

and validation efforts. Through its focus on harmonization, innovation, and policy 

alignment, the T&T framework sets a new standard for traceability in bio-based 

industries. 
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Figure 2: An example of fishery supply chain 

 

1.2 A T&T framework for supply chain integration 

This section presents the objectives of the T&T framework for supply chain integration,, 

emphasizing harmonization, stakeholder collaboration, and alignment with 

sustainability objectives. This section introduces the framework’s high-level design, 

focusing on how it connects stakeholders and processes to create a transparent and 

reliable ecosystem. 

 

1.2.1 Core objectives of the framework 

The T&T framework is structured to meet the dynamic needs of bio-based supply 

chains by focusing on three key objectives: interoperability, transparency, and 

scalability. These objectives confirm the framework is adaptable and effective while 

aligning with sustainability goals and regulatory requirements. This section outlines 

these objectives and explains how the framework achieves them, with specific 

emphasis on WP3’s role within BioReCer. Figure 2 illustrates the fishery supply chain, 

outlining key processes such as handling, transportation, processing, and product 

labelling. 

 

Interoperability 

To address fragmentation in bio-based supply chains, the T&T framework harmonizes 

diverse systems, tools, and data formats. Supply chains involve a variety of 

stakeholders, such as producers, processors, manufacturers, and policy makers, each 

using distinct tracking methods and technologies. The framework leverages 
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harmonized data standards and protocols to facilitate seamless integration across 

platforms. 

WP3 centralized traceability data using a blockchain-based system. APIs enable 

efficient integration of validated data from ICT tool managed by WP5, securing a 

standardized yet adaptable data exchange process. This design minimized disruption 

to existing systems while promoting interoperability across the supply chain. 

 

Transparency 

Transparency is critical for improving trust and accountability in bio-based supply 

chains. The T&T framework provides real-time access to traceability data, gives 

permission to stakeholders to monitor the lifecycle of biological feedstocks from origin 

to end-use. This visibility reduces information asymmetry, supports data-driven 

decision-making, and strengthens regulatory compliance. 

Within BioReCer, WP3 achieved transparency by maintaining a centralized blockchain 

system that securely stores immutable records of validated data. Acting as a single 

source of truth, the blockchain provides tamper-proof and auditable data storage, 

simplifying compliance verification for policy makers and certification bodies. 

 

Scalability 

Bio-based supply chains vary in size and complexity, from local smallholder operations 

to global, multi-tiered networks. The T&T framework is designed and planned to 

accommodate this diversity through a scalable and modular architecture. WP3’s 

centralized blockchain efficiently manages varying data volumes and complexities, 

confirming consistent performance regardless of supply chain scale. 

Through the use of APIs, the framework facilitates seamless expansion, integrating 

new data sources or stakeholders without disrupting existing operations. This 

adaptability allows that the framework remains accessible to small-scale operators 

while providing the robustness required for large, multi-tiered supply chains. 

 

1.2.2 Key components of the framework 

The T&T framework is built on three core components: a digital backbone, standardized 

processes, and a stakeholder collaboration platform. These components address the 

challenges of managing data flows, achieving compliance, and providing robust 

traceability within bio-based supply chains. This section details each component, 

emphasizing WP3’s role in receiving and processing data via APIs from ICT tool. 

Digital backbone 
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The centralized blockchain serves as the digital backbone of the T&T framework, 

providing a secure and reliable repository for traceability data. Unlike decentralized 

models, this centralized system allows WP3 to act as the controller, managing 

validated data received from ICT tool through API connections. This design minimizes 

complexity for stakeholders while preserving the benefits of blockchain technology, 

such as data immutability, security, and auditability. 

Smart contracts within our blockchain facilitate automated validation of incoming data, 

reducing errors and providing compliance with predefined standards. By acting as a 

single source of truth, the blockchain supports interoperability with existing 

certification schemes and regulatory systems, simplifying the management of 

traceability records and aligning with the BioReCer project’s objectives. 

 

Standardization of processes 

Standardization is essential to confirm that all data exchanged within the T&T 

framework adheres to uniform formats and protocols. The diversity of systems and 

stakeholders in bio-based supply chains often leads to inconsistencies in data collection 

and reporting. To address this challenge, WP3 collaborated with ICT tool developers to 

establish standardized data formats and reporting structures that align with recognized 

certification schemes, such as the International Sustainability and Carbon Certification 

(ISCC PLUS). 

Standardization not only promotes interoperability but also simplifies compliance for 

stakeholders. By verifying that data received via APIs is accurate, consistent, and 

ready for integration into the centralized blockchain, the framework reduces errors and 

enhances the reliability of traceability efforts. 

At the European level, CEN (European Committee for Standardization) and CENELEC 

(European Committee for Electrotechnical Standardization) play a key role in 

developing technical standards that support traceability and certification schemes for 

bio-based products. The CEN/TC 411 - Bio-based products technical committee is 

particularly relevant, as it has developed essential standards defining sustainability 

criteria, bio-based content measurement, and life cycle assessment methodologies. 

Some of the most relevant standards include: 

● EN 16751:2016 - Bio-based products - Sustainability criteria, which specifies 

sustainability criteria applicable to bio-based products, including 

environmental, economic, and social aspects. 

http://www.biorecer.eu/


Deliverable D3.1 

Complete and approved theoretical framework for full T&T … 

www.biorecer.eu page  19/95 
 

● EN 16760:2015 - Bio-based products - Life Cycle Assessment, which provides 

guidelines on how to conduct a life cycle assessment (LCA) for bio-based 

products to assess their environmental impact. 

● EN 16848:2016 - Bio-based products - Requirements for Business to Business 

communication of characteristics using a Data Sheet, which establishes a 

standardized approach for B2B communication of bio-based product 

characteristics. 

These standards provide a fundamental reference for ensuring product sustainability 

and conformity assessment while facilitating integration with certification schemes and 

regulatory requirements at the European level. 

At the international level, the ISO (International Organization for Standardization) 

contributes to the harmonization of global traceability and sustainability standards for 

bio-based products. Relevant technical committees, such as ISO/TC 207 

(Environmental management) and ISO/TC 34 (Food products and agricultural supply 

chains), develop frameworks for monitoring environmental impacts, resource 

management, and sustainability certification. 

The adoption of internationally recognized standards enhances interoperability 

between traceability systems, promotes transparency across supply chains, and 

supports the acceptance of bio-based products in regulated markets. Moreover, 

standardization facilitates the integration of innovative technologies, such as 

blockchain and IoT, into certification and monitoring systems, reinforcing stakeholder 

trust and regulatory compliance. 

 

Stakeholder collaboration platform 

Although WP3 does not interact directly with stakeholders, the T&T framework 

incorporates a collaboration platform embedded within the ICT tool. This platform 

facilitated real-time data contribution and validation by stakeholders such as 

producers, manufacturers, and policy makers. Validated data is then seamlessly 

integrated into the centralized blockchain via APIs. 

The platform offeres user-friendly features, including dashboards, data visualization 

tools, and automated alerts, enabling stakeholders to monitor supply chain activities 

and make informed decisions. By promoting trust and cooperation, the platform 

enables all actors to benefit from improved traceability while WP3 retains centralized 

control over data processing and system efficiency. 
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1.3 Structure of the deliverable 

This deliverable is structured into eight chapters, each building on the preceding one 

to provide a comprehensive exploration of the T&T framework developed within the 

BioReCer project. Chapter 1 introduces the framework, its objectives, and the 

challenges it addresses within bio-based supply chains, setting the context for the 

deliverable. Chapter 2 lays out the conceptual foundation, including definitions, tools, 

and the standardization required for effective T&T systems, while also addressing 

knowledge gaps and challenges. 

Chapter 3 delves into the system architecture and the integration of sector-specific 

techniques, explaining the data flow, real-time monitoring, and methods for 

maintaining T&T reliability. Chapter 4 focuses on blockchain integration, specifically 

the use of Hyperledger Fabric, to facilitate data security, immutability, and supply 

chain transparency. Chapter 5 discusses mechanisms for data exchange, linking the 

T&T framework with existing systems and ensuring compatibility across stakeholders 

and technologies. The framework’s robustness is validated in Chapter 6, which 

presents pilot testing scenarios, evaluation criteria, and feedback used to refine the 

system. Chapter 7 culminates in a comprehensive blueprint for T&T framework 

deployment, including technical specifications, guidelines, and validation processes, 

while Chapter 8 concludes with a synthesis of the deliverable's findings and 

recommendations for future adoption. 
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2 Conceptual framework for T&T 

The effective integration of T&T systems into bio-based supply chains relies on a strong 

conceptual foundation. This section discusses the essential components that underpin 

the T&T framework, addressing its definition, tools, challenges, and objectives. 

Bio-based supply chains face unique complexities, such as variability in materials, 

regional fragmentation, and evolving regulatory requirements. A robust conceptual 

framework is critical to overcoming these challenges and aligning stakeholders across 

diverse systems and practices. This framework serves as a blueprint for seamless 

integration using establishing standardization, identifying advanced traceability tools, 

and addressing knowledge gaps. 

The subsections that follow provide an in-depth exploration of the principles and 

methodologies that guide the development of the T&T framework, focusing on its role 

in providing transparency, compliance, and sustainability in bio-based industries. 

 

2.1 Definition standardisation of T&T in bio-based supply 

chains 

Tracking and Traceability systems are essential for managing the complexity of bio-

based supply chains, which often involve diverse materials, processes, and 

stakeholders. T&T refers to the systematic ability to document, monitor, and verify the 

journey of biological feedstocks through every stage of the supply chain—from origin 

to end-use (Figure 3). In the context of bio-based industries, T&T fosters transparency, 

advances sustainability objectives, and builds trust among stakeholders. 

 

 

 

 

 

 

 

 

 

 

Figure 3: Key elements of traceability across the supply chain, from raw materials to 

transportation and post-production processes. 
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Need for standardization 

Standardization is a cornerstone of effective T&T systems in bio-based supply chains. 

These supply chains involve diverse stakeholders—such as producers, processors, and 

regulators—each using different methodologies, tools, and data formats. The lack of 

uniformity leads to fragmented and inconsistent data flows, creating barriers to 

seamless communication, efficient operations, and compliance with sustainability 

objectives. 

Without standardized processes, bio-based supply chains face challenges such as 

delays in data validation, difficulties in integrating different systems, and inefficiencies 

in cross-border trade. For example, fragmented documentation protocols often result 

in logistical bottlenecks and increased costs, limiting supply chain transparency and 

trust among stakeholders. These issues underline the pressing need for a harmonized 

approach that aligns the entire supply chain under a unified framework. 

Standardized practices bring several critical benefits. They improve interoperability by 

enabling systems and tools to communicate effectively, reduce errors in data collection 

and reporting, and simplify adherence to regulatory requirements. Additionally, 

standardization builds trust among stakeholders by promoting data consistency and 

reliability, which is crucial for tracking the lifecycle of bio-based feedstocks. 

 

Enhancing interoperability through standards 

As highlighted by GS1 [12], the importance of standardization in T&T systems cannot 

be overstated, particularly in addressing the complexities of modern bio-based supply 

chains. A foundational element of any effective T&T framework is the ability to support 

a wide range of applications, including risk management, regulatory compliance, 

supply chain efficiency, and sustainability. These diverse use cases demand adaptable 

systems built on common standards to maintain interoperability across supply chain 

partners. 

End-to-end traceability, which spans multiple organizations and jurisdictions, requires 

combining and accessing data from disparate systems. Standardized data formats and 

protocols enable seamless integration of traceability data, ensuring that each 

stakeholder's system—whether for internal use or external collaboration—can 

effectively communicate with others. For instance, while individual companies might 

use different technologies or platforms, adhering to shared standards maintains 

interoperability among their systems. 

Moreover, traceable objects—such as products, logistic units, and assets—must be 

uniquely identified using standardized levels of identification, such as batch, lot, or 
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instance-level IDs. This standardization confirms that critical information such as 

"Who," "What," "Where," "When," and "Why" is captured uniformly across the supply 

chain, providing the context needed for informed decision-making. 

By utilising established standards, organizations can not only optimize their internal 

operations but also facilitate compatibility with global supply chain requirements. This 

alignment is essential for navigating regulatory landscapes, promoting consumer trust, 

and achieving the ultimate goal of an efficient, sustainable, and transparent bio-based 

supply chain. 

By defining common protocols and data formats, WP3 T&T showed that its framework 

not only addresses current challenges but also remains scalable and adaptable for 

diverse supply chain scenarios. This harmonized approach enhanced the reliability, 

transparency, and sustainability of bio-based supply chains, paving the way for a more 

circular and resource-efficient economy. 

 

Existing gaps 

Several challenges contribute to inefficiencies in T&T systems, including delays, 

inconsistencies, and lack of standardization. For instance: 

 

● Delayed data validation due to inconsistent processes 

In the logistics sector, the absence of standardized processes can lead to 

significant delays. For instance, when companies lack uniform procedures for 

data entry and validation, it results in information gaps that hinder decision-

making and operational efficiency. These inconsistencies can cause delays in 

receiving crucial details about supply chain operations, leading to inefficiencies 

[13] 

 

● Cross-Border supply chain delays from faulty documentation 

In cross-border e-commerce, nearly all businesses experience delays due to 

incorrect documentation. A report indicates that 94% of supply chain 

respondents encounter paperwork delays, which are costly because global 

consumers value speed, convenience, and reliability [14]. The lack of 

standardized documentation processes across borders exacerbates these 

issues, leading to significant operational challenges.  

 

● Increased wait times at border crossings due to heightened inspections 
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Supply chain managers face increased wait times at border crossings as 

shipments undergo heightened scrutiny and thorough inspections. Such delays 

disrupt delivery schedules and add costs and complexities in managing 

inventory and transportation logistics. The lack of standardized inspection 

procedures across borders contributes to these challenges. 

 

● Challenges in supply chain visibility due to fragmented systems 

A lack of visibility across the supply chain, often due to disconnected or siloed 

operations and an over-reliance on manual processes, makes it challenging for 

companies to compete. Addressing these issues is crucial for businesses aiming 

to optimize their supply chain and logistics operations and enhance overall 

efficiency [15].  

 

Deliverable 3.1 specifically addressed these challenges by developing a centralized T&T 

framework within WP3. This framework utilizes blockchain technology to create secure 

and unchangeable records of supply chain transactions, maintaining robust data 

validation. Standardized protocols and API-driven integration have been implemented 

to enable seamless data exchange across diverse systems. Additionally, the deliverable 

included sector-specific tools such as HSI and IoT-enabled sensors for real-time 

monitoring. These outputs enhance traceability and align with existing certification 

schemes, providing a reliable and practical solution customized to the needs of bio-

based industries. 

 

2.2 Traceability tools  for bio-based sector  

The bio-based sector requires robust tools and technologies to implement effective 

T&T systems that promote transparency, accountability, and compliance. These tools 

address challenges such as fragmented data flows, lack of real-time monitoring, and 

limited interoperability among stakeholders. This section explores the key traceability 

tools that are transforming bio-based supply chains.  

 

Blockchain technology 

Blockchain is a foundational tool for T&T systems, offering an unchangeable and 

transparent ledger for recording supply chain data. Its decentralized/centralized nature 

assists that all transactions are securely stored and accessible to authorized parties. 

In bio-based supply chains, blockchain enables real-time tracking of feedstocks, 

facilitating data integrity and enhancing trust among stakeholders [16]. For instance, 
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blockchain can trace a product's journey from raw material sourcing to the end-user, 

providing verifiable proof of sustainability credentials. In section 3 we will discuss about 

blockchain in details. 

 

Internet of things (IoT) and sensors 

The WP3 T&T framework anticipated the integration of IoT devices and sensors to 

enable real-time monitoring of key conditions such as temperature, humidity, and 

location during the transport and storage of bio-based products. While current case 

studies may have limited deployment of IoT technologies, the framework is designed 

to accommodate these advancements as they become available. By preparing for IoT 

integration, WP3 T&T system remains adaptable to future enhancements, supporting 

predictive analytics and enabling stakeholders to anticipate and mitigate risks 

effectively. This forward-looking approach strengthens the framework’s capacity to 

uphold quality and sustainability standards across supply chain operations. 

 

Automated identification and data capture (AIDC) 

The AIDC technologies were used barcodes, RFID tags, and QR codes to streamline 

the collection and sharing of supply chain data. The codes enabled us to identify and 

link products, batches, and logistic units enabling digitalised traceability. Even though 

at present the data is captured through dedicated questionnaires, but automated AIDC 

reduces manual errors and enhances the efficiency of supply chain operations. 

Stakeholders are advised on how to migrate from manual data entry (i.e. online 

questionnaires) to automated readers. 

 

Data integration platforms 

In WP3 T&T, data integration framework is developed to connect diverse systems and 

stakeholders, enabling the seamless exchange of standardized traceability data. This 

framework incorporates API-driven integration to harmonize data collected across the 

supply chain, ensuring it is accessible and interoperable. For the bio-based sectors, 

this platform supports compliance with certification schemes and regulatory 

requirements by serving as a secure, safe repository for traceability data. The design 

anticipates future scalability, allowing the addition of sector-specific tools and datasets 

as needed, enhancing its applicability across fisheries, forestry, and agriculture. 

 

Geospatial tools 

http://www.biorecer.eu/


Deliverable D3.1 

Complete and approved theoretical framework for full T&T … 

www.biorecer.eu page  26/95 
 

The WP3 T&T framework is designed to integrate geospatial tools to provide location-

based insights critical for tracking the movement of materials across bio-based supply 

chains. While their implementation depends on the availability and relevance to specific 

case studies, the framework anticipated leveraging geospatial data to enhance 

understanding of supply chain logistics, identify bottlenecks, and support decision-

making processes. These tools are particularly suited for monitoring raw material 

sourcing and ensuring compliance with sustainability standards, aligning with the 

broader goals of circularity and transparency. 

 

2.3 Challenges and knowledge gaps in supply chain integration 

Integrating T&T systems into bio-based supply chains presents significant challenges 

due to their inherent complexity, diversity, and dynamic nature. These challenges not 

only impede transparency and efficiency but also hinder compliance with sustainability 

goals and regulatory requirements. Addressing these issues requires a comprehensive 

understanding of the underlying barriers and gaps in knowledge and practice. 

 

2.3.1 Complexity of multi-tiered supply chains 

Bio-based supply chains span multiple tiers, involving producers, processors, 

manufacturers, and policy makers, each with distinct data management practices. This 

complexity contributes to supply chain disruptions, with studies showing that over 70% 

of such disruptions stem from poor stakeholder coordination. 

Research on IKEA China’s sustainable cotton initiative highlights the challenges of 

managing multi-tiered networks. The study found that effective governance requires 

tailored engagement strategies, balancing direct supplier monitoring with third-party 

validation for deeper tiers. To enhance alignment across all stakeholders, IKEA 

promoted structured collaboration, leveraging digital tracking tools and certification 

mechanisms to verify compliance [17]. 

Beyond governance, visibility across tiers is critical for risk management, regulatory 

compliance, and sustainability. Studies show that only 15% of chief procurement 

officers have transparency beyond Tier 1 suppliers, exposing companies to hidden 

risks, such as unethical labour practices or regulatory non-compliance. Lack of 

standardized data-sharing and supplier reluctance further hinder full supply chain 

oversight. 

To overcome these challenges, emerging technologies such as blockchain, cloud 

computing, and data analytics enhance supply chain visibility and sustainability 

compliance. These solutions enable real-time monitoring, improve collaboration, and 
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facilitate trust among stakeholders. A centralized T&T framework, like the one 

proposed in WP3, facilitates harmonized data exchange, risk mitigation, and regulatory 

adherence, addressing the fragmentation and complexity of bio-based supply chains. 

 

2.3.2 Fragmented systems and lack of interoperability 

A significant barrier to the integration of T&T systems in bio-based supply chains is the 

fragmentation of tools and processes used by diverse supply chain actors. Many 

organizations operate on legacy systems or rely on standalone tools that lack the 

flexibility to integrate with modern traceability platforms [18]. This fragmentation 

creates silos of information, preventing seamless data flow and hindering the ability to 

establish end-to-end transparency and accountability across supply chains. 

For example, blockchain—despite its potential for data security and traceability—is 

often impeded by non-standardized data formats and incompatible tracking tools. 

Similarly, IoT devices and geospatial systems frequently operate on proprietary 

standards, restricting their integration into broader T&T frameworks. These 

interoperability gaps delay decision-making, reduce data accuracy, and increase 

compliance costs. 

To address this, adopting open data standards (such as GS1 [12]) and API-driven 

architectures can facilitate system integration, enabling real-time data exchange and 

automated compliance reporting. Industries like healthcare have successfully tackled 

similar challenges through semantic interoperability, ensuring that exchanged data is 

universally understood and usable. Applying this approach to bio-based supply 

chains—through cloud-based platforms and standardized traceability frameworks—can 

streamline operations, reduce redundancies, and strengthen collaboration. 

Interoperability also enhances supply chain resilience, allowing real-time problem-

solving and proactive responses to disruptions. For example, centralized data systems 

enable all stakeholders to access the same information, improving coordination and 

minimizing delays caused by supply shortages or logistical issues. 

By investing in standardized platforms, training, and cross-industry collaboration, bio-

based industries can unlock greater transparency, efficiency, and long-term 

sustainability, maintaining compliance with circular economy and traceability 

regulations. 

 

2.3.3. Data inconsistencies and validation challenges 

Incomplete, inaccurate, or inconsistent data is a pervasive challenge in bio-based 

supply chains, significantly impacting traceability, operational efficiency, and 
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compliance efforts. The dynamic nature of bio-based supply chains, characterized by 

multiple stakeholders, varying data standards, and fragmented processes, exacerbates 

these issues. A survey by ‘CoEnterprise’ found that 88% of companies have 

experienced shipping delays, and 70% have faced inventory and product shortages, 

highlighting the critical importance of robust data management [19]. These 

inconsistencies not only affect traceability but also lead to financial losses and 

compliance risks. Maintaining data quality requires robust validation mechanisms and 

real-time monitoring tools. 

 

Impact of data inconsistencies 

Data discrepancies in bio-based supply chains often arise from manual entry errors, 

disparate data collection tools, or misaligned data formats across stakeholders. For 

example, producers, processors, and transporters may use different systems to log 

batch numbers, production dates, and certificate validity details, leading to 

mismatches when this data is aggregated. These inconsistencies can result in financial 

losses due to delayed shipments, incorrect inventory levels, and missed delivery 

deadlines. Additionally, they pose significant risks to regulatory compliance, 

particularly for bio-based products subject to stringent sustainability and traceability 

requirements. 

 

Challenges in data validation 

Effective data validation is essential to provide reliability and accuracy of traceability 

systems. However, current validation processes often face significant hurdles due to a 

lack of standardized protocols and real-time monitoring tools. In many cases, 

stakeholders rely on manual checks and audits to verify data, which are time-

consuming and prone to human error. 

Moreover, the decentralized nature of bio-based supply chains complicates validation 

efforts.  

 

Technological solutions to address data challenges 

Blockchain provides secure, immutable records with smart contracts automating data 

validation, reducing errors, and enhancing trust. IoT sensors capture real-time data 

(e.g., temperature, humidity, location), ensuring accuracy and timely monitoring. 

Machine learning can detect anomalies in supply chain data, enabling proactive 

interventions to prevent inconsistencies. 
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To address data inconsistencies effectively, bio-based supply chains should adopt best 

practices that emphasize collaboration, standardization, and technological integration. 

Key strategies include: 

− Harmonizing data standards: Establishing common data formats and protocols 

to have consistency across all stakeholders. 

− Implementing real-time monitoring: Using IoT devices and cloud platforms to 

capture and share accurate data in real time. 

− Conducting regular reviews: Periodically reviewing data quality to identify and 

address inconsistencies. 

− Training stakeholders: Providing training programs to make sure all participants 

understand and adhere to data management protocols. 

By implementing these practices and leveraging advanced technologies, bio-based 

supply chains can overcome data inconsistencies and establish robust validation 

mechanisms. This not only enhances traceability and compliance but also builds trust 

and collaboration among stakeholders, paving the way for a more sustainable and 

efficient bioeconomy. 

 

2.3.4. Regulatory variations and compliance burdens 

Bio-based supply chains operate in a globalized environment, often intersecting with 

multiple regulatory jurisdictions. Variations in regulations regarding sustainability 

certifications, traceability requirements, and data privacy create significant compliance 

burdens for stakeholders. A report by the Organisation for Economic Co-operation and 

Development (OECD) highlights that inconsistent regulations are among the top 

barriers to implementing traceability systems across borders [20].  

These regulatory variations can lead to increased operational costs, delays in product 

distribution, and challenges in maintaining consistent sustainability standards.  

 

2.3.5. Technological gaps and adoption barriers 

While advanced tools like blockchain, IoT, and geospatial technologies hold great 

promise for T&T in bio-based supply chains, their adoption is hindered by several 

factors: 

 

High implementation costs: Implementing these technologies often requires 

substantial financial investment, making them inaccessible to small and medium-sized 

enterprises (SMEs). The initial setup costs for purchasing hardware (such as RFID tags, 

barcode scanners, and IoT devices) and software licenses can be prohibitively high. 
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Additionally, ongoing maintenance and upgrades add to the financial burden, posing a 

significant barrier to adoption [21].  

 

Limited technical expertise: Many stakeholders lack the necessary technical 

expertise to effectively implement and utilize these advanced technologies. This skills 

gap can lead to suboptimal use of available tools, reducing the potential benefits of 

T&T systems. Without adequate training and understanding, organizations may 

struggle to integrate new technologies into their existing processes [22].  

 

Resistance to change and lack of awareness: There is often resistance to change 

within organizations, coupled with a lack of awareness about the benefits of T&T 

systems. This cultural barrier can impede technological adoption, as stakeholders may 

be hesitant to move away from traditional methods or invest in unfamiliar 

technologies. Overcoming this resistance requires demonstrating the value and 

advantages of advanced T&T solutions. 

Addressing these challenges is crucial for the successful implementation of advanced 

T&T technologies in bio-based supply chains. Strategies such as providing financial 

support or incentives for SMEs, investing in training programs to build technical 

expertise, and raising awareness about the benefits of these technologies can facilitate 

their adoption and enhance supply chain transparency and efficiency. 

 

2.3.6. Stakeholder collaboration and trust issues 

Successful integration of T&T systems in bio-based supply chains hinges on promoting 

collaboration among diverse stakeholders, including producers, manufacturers, policy 

makers, and logistics providers. However, several factors, such as mistrust, conflicting 

interests, and the absence of a unified vision, frequently hinder effective cooperation. 

These challenges undermine the transparency and efficiency of T&T systems and can 

lead to fragmented supply chain operations. 

 

Key barriers: 

● Mistrust & data confidentiality: Companies fear sharing sensitive data, limiting 

end-to-end visibility and discouraging blockchain adoption. 

● Conflicting interests & power imbalances: Producers prioritise cost, while 

retailers focus on sustainability, creating friction. Smaller suppliers often lack 

influence in decision-making. 
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● Lack of a unified vision: Without shared goals, global supply chains struggle 

with fragmented implementations due to regulatory and operational 

differences. 

 

Strategies for collaboration: 

● Data governance: Clear policies on data ownership and blockchain-based 

transparency. 

● Incentives: Financial and operational benefits for sustainable suppliers. 

● Third-party mediation: Neutral organizations to balance power dynamics. 

● Capacity building: Training and resources to align stakeholders. 

● Pilot programs: Small-scale projects to demonstrate feasibility and trust. 

−  

By addressing mistrust, aligning interests, and promoting a shared vision, bio-based 

supply chains can unlock the full potential of T&T systems, enhancing collaboration, 

transparency, and sustainability across all tiers of the supply chain. 

 

2.3.7. Knowledge gaps in circularity metrics 

In bio-based sectors, the absence of standardized and universally accepted metrics for 

measuring circularity and sustainability presents a considerable obstacle to achieving 

a circular economy. Existing frameworks often prioritize linear supply chains, focusing 

on input-output efficiency without accounting for the complexities and iterative 

processes of circular models. This oversight hinders stakeholders' ability to assess, 

compare, and optimize their practices, thereby limiting progress toward sustainability 

goals. 

 

In WP2 of the BioReCer project, the team from Imperial College is tasked with 

developing and providing the CI formulas based on detailed case studies across bio-

based supply chains. These formulas are designed to capture the nuanced aspects of 

circularity, integrating factors such as resource efficiency, material recovery, and 

lifecycle sustainability. 

Building on this foundation, WP3 assumed the responsibility for implementing these 

formulas to provide the final CI calculations. Using the centralized T&T framework, 

WP3 processed the input data collected through case studies and validates it against 

the CI formulas. This approach provided precision and consistency in the generated 

indicators, aligning them with the principles of the circular economy. 
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Once the calculations are finalized, the indicators are seamlessly returned to the ICT 

tool through API-driven integration. This automated process enables stakeholders to 

access real-time, accurate circularity metrics, facilitating data-driven decision-making 

and compliance with sustainability objectives. By bridging the gap between WP2’s 

theoretical contributions and practical application, WP3 facilitates that the CI formulas 

are not only operationalized effectively but also deliver actionable insights across the 

bio-based sector. 

 

2.4 Objectives of the T&T framework 

The T&T framework developed within the BioReCer project is designed to address the 

challenges and gaps identified in the preceding sections while supporting the 

overarching goals of a circular and sustainable bioeconomy. This subsection outlines 

the key objectives of the framework, emphasizing its role in promoting transparency, 

reliability, and efficiency across bio-based supply chains. 

 

Full traceability across supply chains 

The framework provides end-to-end visibility of bio-based feedstocks, leveraging 

blockchain, IoT, and real-time data integration to enhance compliance and 

sustainability verification. 

 

Harmonizing standards and processes 

By aligning with certification schemes and international regulatory requirements, the 

framework standardizes data formats, facilitating seamless interoperability among 

stakeholders. 

 

Enhancing data reliability and validation 

Automated validation mechanisms and real-time monitoring tools secure data 

integrity, accuracy, and tamper-proof recordkeeping, building trust and compliance 

assurance. 

 

Supporting sustainability and circularity goals 

By incorporating CI and metrics developed in collaboration with WP2, the framework 

enabled stakeholders to evaluate their practices and identify areas for improvement. 

This contributes to the reduction of waste, optimization of resource use, and overall 

sustainability of bio-based supply chains. 
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Facilitating stakeholder collaboration 

The framework is designed to assisting collaboration among diverse stakeholders, 

including producers, manufacturers, policy makers, and end-users. By providing a 

centralized platform for data exchange and communication, the T&T framework 

reduces silos, promotes transparency, and builds trust across supply chain networks. 

 

Scalability and adaptability 

The modular design accommodates supply chains of all sizes, enabling SMEs and large 

organizations to adopt the framework while allowing future innovations. 

 

Enabling data-driven decision making 

By providing stakeholders with access to comprehensive and reliable traceability data, 

the T&T framework empowers them to make data-driven decisions. This includes 

optimizing supply chain operations, enhancing sustainability practices, and improving 

compliance with regulatory requirements. 

 

The objectives of the T&T framework underscore its strategic importance in achieving 

transparency, reliability, and sustainability within bio-based supply chains. By 

addressing critical challenges and aligning with the principles of the circular economy, 

the framework ensured that stakeholders can effectively navigate the complexities of 

the bioeconomy, encouraging trust, innovation, and resilience across the sector. 
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3 The T&T framework for bio-based industry 

The complex and dynamic nature of these supply chains, involving multiple tiers and 

nodes of stakeholders, necessitates a system that can effectively integrate data, 

facilitate real-time monitoring, and ensure the sustainability and circularity of 

resources. This section introduces the T&T framework specifically designed for the bio-

based industry, outlining its architecture, operational mechanisms, and advanced tools 

that facilitate seamless data flow and event registration across the supply chain. 

 

Leveraging insights from best practices, emerging technologies, and project-specific 

case studies, this framework integrates digital solutions such as blockchain, IoT, and 

geospatial systems to enhance traceability. Furthermore, it aligns with sector-specific 

requirements, regulatory standards, and sustainability indicators to prove its 

applicability across diverse industries. The section also explores real-time monitoring, 

reporting mechanisms, and techniques to measure the reliability of T&T systems, 

providing a comprehensive approach to addressing the challenges of modern bio-based 

supply chains. 

 

3.1 Overall system architecture 

The overall architecture of the T&T framework for the bio-based industry is designed 

to handle the complexities of supply chains that encompass multiple nodes and 

stakeholders, facilitating seamless data integration, transparency, and compliance. 

The framework integrates sector-specific requirements, advanced digital tools, and 

standardized protocols, addressing challenges such as fragmented systems, data 

inconsistencies, and regulatory variations. 

The T&T architecture is structured around a modular design, facilitating adaptability 

across various stages of the supply chain. In Figure 4, T&T framework based on 

fisheries case study is shown. The core system incorporates a centralized data 

repository, powered by blockchain technology, to have data immutability and security. 

IoT devices and geospatial tools are employed to capture real-time data, while a unified 

API layer enables interoperability between diverse systems. The framework also 

integrates with external modules, including CI and sustainability metrics from WP2, 

which support data-driven decision-making for resource efficiency. Additionally, it 

incorporates compliance requirements from WP4 to ensure regulatory alignment, 

creating a holistic approach to supply chain management. 

Each stage of the supply chain, as depicted in the framework (supplier, storage, 

transportation, processing, and final product development), is linked to a unique QR 
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code system. This QR code tracks the lifecycle of batches, showing end-to-end 

traceability and enabling stakeholders to access relevant data at any point. The 

architecture also includes dynamic dashboards for real-time monitoring and decision-

making, as well as automated validation mechanisms to enhance reliability and reduce 

manual interventions. 

 

 

 

Figure 4: T&T framework based on fisheries case study 

 

Key features of the system architecture: 

 

● Centralized blockchain infrastructure: 

○ Provides tamper-proof data storage and secure sharing of information 

across all stakeholders. 

○ Addresses interoperability challenges by adopting standardized 

protocols for data exchange. 

● Integration of IoT devices and geospatial tools: 

○ Real-time data capture and location tracking enhance supply chain 

visibility. 

○ Enables monitoring of environmental parameters (e.g., temperature, 

humidity) critical for bio-based supply chains. 

● Modular design with sector-specific adaptations: 

○ Flexible framework supports diverse bio-based sectors, including 

fisheries, agriculture, and bioplastics. 

○ Customizable components achieve alignment with case-specific 

requirements and local regulations. 

● QR code-driven batch identification: 

http://www.biorecer.eu/


Deliverable D3.1 

Complete and approved theoretical framework for full T&T … 

www.biorecer.eu page  36/95 
 

○ Unique identifiers for each product batch or transportation unit facilitate 

efficient traceability. 

○ Encodes data such as origin, batch history, compliance, and circularity 

metrics. 

● Interoperable API layer: 

○ Enables seamless communication between internal systems and 

external stakeholders. 

○ Supports data exchange with CI, compliance frameworks, and 

sustainability platforms. 

● Dynamic dashboards and analytics: 

■ Real-time insights into supply chain operations for proactive 

decision-making. 

■ Visualization tools (internal) to assess key performance 

indicators (KPIs) such as compliance rates, sustainability scores, 

and efficiency metrics. 

 

*A Note on data collection and API integration 

The T&T framework acknowledges that some data points across the supply chain may 

still require manual data collection methods, particularly during the initial phases or 

for specific scenarios where automated solutions are not yet feasible. While this aspect 

falls primarily under Task 3.2, it is critical to make sure that manual data collection 

processes are clearly defined and harmonized with the framework's overall goals. This 

responsibility will ultimately be integrated into the ICT tool managed by WP5, which 

will act as the primary gateway between BioReCer and external stakeholders. 

Furthermore, the API integration between WP3 and WP5 provides seamless 

communication and data exchange. The API serves as a vital bridge, facilitating the 

transfer of CI, compliance requirements, and other critical datasets. This connection 

allows for efficient validation, analysis, and visualization within the ICT tool while 

maintaining alignment with the framework's centralized data repository. It also 

enables external stakeholders interact with a single, streamlined interface, reducing 

complexity and improving accessibility. 

This architecture provides the foundation for a comprehensive T&T framework tailored 

to the bio-based industry's needs. By leveraging cutting-edge technologies and 

aligning with project-specific objectives, the system enhances traceability, promotes 

sustainability, and facilities compliance across all supply chain tiers. 
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3.2 Data flow and event registration 

The effective implementation of the Track and Traceability (T&T) framework relies on 

a robust and transparent data flow across all nodes of the bio-based supply chain. 

Here we outlined the systematic approach for collecting, processing, and managing 

data at various stages, real-time event registration, integration with the ICT tool, and 

compliance with regulatory and sustainability requirements. For clarity, we focused on 

the Fisheries Case Study (WP6), one of the four case studies in the BioReCer project, 

to illustrate these processes. 

 

3.2.1 Data collection at supply chain nodes 

The T&T framework captures data at each critical node in the supply chain, as 

illustrated in the framework architecture (Figure 5). Key stages include: 

● Fishing and harvesting: Data such as vessel IDs, catch details (species, weight, 

and batch number), GPS coordinates, and timestamps are recorded. 

● Storage and transportation: Environmental conditions like temperature, 

humidity, fuel consumption, and handling details are logged to promote 

compliance with sustainability and quality standards. 

● On-Site processing: Inputs, outputs, and waste generated during each 

processing stage are monitored for sustainability reporting and circularity 

compliance. 

● Final product packaging and labelling: Batch numbers, compliant certifications, 

and sustainability indicators are integrated into the product labels, often using 

QR codes to facilitate traceability. 

While many of these stages will leverage automated data collection tools such as IoT 

devices and blockchain-enabled sensors, some scenarios will necessitate manual data 

entry. For example, small-scale operators or remote facilities with limited technological 

capabilities may rely on manual logs, later digitized through ICT tool. 
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Figure 5: Track and traceability plan showcasing the flow of materials through the supply 

chain, integration with blockchain for data security, and alignment with sustainability and 

conformity assessments. 

3.2.2 API-driven data integration 

Data collected at various nodes was transmitted to a centralized database via an 

Application Programming Interface (API) connecting WP3 (T&T framework) with WP5 

(ICT tool). This API facilitates: 

● Real-time data sharing: Facilitated seamless integration of real-time updates 

from IoT devices, sensors, and manual logs. 

● Validation and processing: Performed automated checks to detect 

discrepancies or anomalies before data is stored in the repository. 

● External stakeholder access: Allowed external stakeholders (e.g., policy 

makers and certification bodies) to access validated data through a secure ICT 

gateway. 

 

3.2.3 Event registration and traceability 

Event registration is central to ensuring the integrity and reliability of the T&T 

framework. Each event, such as the movement of goods, processing steps, or quality 

checks, is recorded with key metadata: 

● Who: Stakeholder responsible for the action (e.g., transport operator, 

processing facility). 

● What: Specific action or event (e.g., shipment dispatch, energy use during 

storage). 

● When: Timestamp of the event. 

● Where: Location of the event, captured via GPS or facility IDs. 
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● Why: Business process or objective associated with the event (e.g., regulatory 

compliance, sustainability monitoring). 

 

This event-centric approach facilitate traceability across the entire supply chain, 

addressing gaps in visibility and accountability while promoting trust among 

stakeholders. 

 

3.2.4 Harmonizing manual and automated processes 

Recognizing that some data will originate from manual collection processes, the 

framework provided guidelines for harmonizing manual and automated data flows. ICT 

tool standardizes manual inputs, ensuring compatibility with digital datasets through 

predefined templates and validation mechanisms. This approach minimized 

discrepancies and boosts interoperability across the supply chain. 

 

3.3 Integration of sector-specific techniques 

The T&T framework incorporated sector-specific techniques to address the unique 

challenges and requirements of bio-based industries. By tailoring technological and 

methodological approaches to sectoral needs, the framework enhances traceability, 

data accuracy, and compliance. In this subsection, we highlighted how the Fisheries 

Case Study serves as a practical demonstration of sector-specific integration within 

the T&T system. 

 

Tailoring techniques to sectoral needs 

The bio-based industry encompasses diverse sectors and each sector faces unique 

challenges, requiring customized solutions to ensure traceability and compliance. In 

the fisheries sector, challenges include variability in fish stocks, geographical 

dispersion, and the need for sustainable practices.  

To address these, the T&T framework integrated the following sector-specific 

techniques: 

− Vessel monitoring systems (VMS): Captures vessel location, movement, and 

activity data to maintain traceability from the point of catch. 

− Species identification tools: Combines manual logging with advanced 

imaging, machine learning (Currently not used in the BioReCer but will be in the 

future), and Hyperspectral Imaging (HSI) (will be presented in D3.2) for accurate 

identification and documentation of species. HSI provides non-invasive and 
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precise spectral analysis to distinguish species, detect impurities, and assess 

freshness, supporting data accuracy and compliance with quality standards. 

− Environmental monitoring sensors: Tracks temperature, humidity, and other 

environmental factors during storage and transportation to keep quality and 

compliance with sustainability standards. 

− Hyperspectral Imaging (HSI): offers a revolutionary approach to the fisheries 

sector by capturing spectral information across a wide range of wavelengths. This 

technology allows for: 

− Non-Destructive Analysis: Without physically altering or damaging the 

sample, HSI provides valuable insights into the chemical composition and 

physical properties of fish and other biological materials. 

− Quality Control: HSI can detect spoilage, contamination, or fraudulent 

practices, such as species substitution, providing authenticity and 

transparency. 

− Integration with T&T Framework: By incorporating HSI data into the T&T 

framework, stakeholders can access highly detailed and validated 

information on fish species and quality through the centralized system. 

 

Adopting advanced technologies 

Advanced technologies have high impact in enabling sector-specific solutions within 

the T&T framework. For fisheries, the framework incorporates: 

− Blockchain integration: Secures immutable records of catch details, 

processing steps, and product information, developing trust among 

stakeholders. 

− Geospatial analytics: Maps fishing zones and transportation routes to 

maintain compliance with environmental regulations and traceability 

requirements. 

− IoT devices: Monitors environmental conditions, fuel consumption, and 

operational efficiency at various supply chain stages, enabling real-time 

adjustments to minimize waste and emissions. 

 

Harmonizing with case-specific requirements 

The Fisheries Case Study demonstrates how sector-specific techniques are harmonized 

with broader traceability and sustainability goals: 
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● Data collection at sea: VMS, GPS, and manual logs capture catch details, 

ensuring compliance with quotas and regulations. Data is encrypted and 

transferred to the centralized T&T database via the API. 

● Processing and packaging: Sector-specific requirements, such as the use of 

eco-friendly packaging and waste minimization, are integrated into the 

workflow. For instance, the framework includes guidelines for reducing plastic 

use and promoting the employment of recyclable materials. 

● Real-time reporting: Real-time monitoring tools generate sustainability 

indicators, such as carbon emissions and water usage, which are made 

accessible to stakeholders through the ICT tool managed by WP5. 

 

3.4 Real-time monitoring and reporting mechanisms 

Real-time monitoring and reporting are integral components of the T&T framework, 

enabling continuous tracking of supply chain activities and ensuring data accuracy, 

transparency, and compliance. By employing advanced digital technologies, the 

framework provides stakeholders with actionable insights, developing efficiency, 

accountability, and sustainability across the bio-based supply chain. 

 

Real-time data capture 

Real-time monitoring tools were deployed in our T&T application to capture data at 

every stage of the supply chain, for instance ranging from fishing activities to final 

processing. Environmental sensors, vessel monitoring systems, and IoT-enabled 

devices generate continuous data streams, including information on environmental 

conditions such as temperature, humidity, and other factors critical for storage and 

transportation compliance. Additionally, location tracking through GPS systems 

enables the monitoring of raw materials and finished products, ensuring end-to-end 

traceability. Events such as fishing, storage, or transportation are logged 

automatically, minimizing human errors and maintaining consistency and reliability in 

the recorded data. 

 

Centralized reporting hub 

The collected data is processed and stored in a centralized reporting hub, integrated 

with the BioReCer ICT tool as outlined in Task 3.2. This centralized hub serves as a 

user-friendly interface for stakeholders, allowing them to access supply chain data in 

real time. Features such as dynamic dashboards present a clear picture of supply chain 

status and key performance metrics. Automated checks validate the data against 
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regulatory and sustainability requirements to confirm compliance. The hub is also 

integrated with WP5 through API-based data exchange, enabling seamless 

communication between internal and external stakeholders. 

 

Automated alerts and notifications 

An important feature of the framework was the use of automated alert mechanisms to 

notify stakeholders of anomalies or non-compliance issues in real time. Alerts may 

include warnings about temperature deviations if storage or transportation conditions 

exceed permissible thresholds, notifications of delays in transportation or processing, 

or compliance alerts regarding missing documentation or certification discrepancies. 

 

Application in the fisheries case study: 

The real-time monitoring and reporting mechanisms were exemplified in the fisheries 

case study of the BioReCer project. For instance: 

● Catch data logging: Fishing events are captured in real time, including vessel 

location, species identification using HSI, and batch data. 

● Environmental monitoring: Sensors track storage conditions to maintain the 

quality of the catch. 

● Reporting and visualization: Dashboards provide an overview of the entire 

supply chain, highlighting key performance indicators (KPIs) and compliance 

metrics. 

Integrating real-time monitoring and reporting, the T&T framework achieved a high 

level of traceability, improves decision-making, and builds trust among stakeholders. 

It addresses the complexity of bio-based supply chains by providing a robust 

mechanism for transparency and accountability 

 

3.5 Measuring the degree of T&T and ensuring its reliability 

Accurate measurement of T&T within bio-based supply chains is crucial for assessing 

the effectiveness and reliability of the implemented framework. This section outlines 

the methodologies and metrics used to evaluate the degree of T&T, ensuring it meets 

the objectives of transparency, accountability, and compliance with regulatory and 

sustainability standards. 

 

Defining KPIs 

The T&T framework employed specific KPIs to measure the performance and reliability 

of T&T systems. These included: 
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− Traceability coverage: The percentage of the supply chain tracked from the 

origin to the final product. 

− Data accuracy: The consistency and correctness of the data collected, verified 

through automated validation mechanisms. 

− Data timeliness: The speed at which traceability information is recorded and 

made available for decision-making. 

− Regulatory compliance: The degree to which the supply chain meets predefined 

standards and certification requirements. 

These KPIs provided a quantitative basis for evaluating the framework and identifying 

areas for improvement. 

 

Validation mechanisms 

The reliability of the T&T system was provided through rigorous validation 

mechanisms. The centralized blockchain infrastructure served as the foundation for 

data integrity, with its inherent features of immutability and transparency reducing the 

risk of tampering or inconsistencies. Smart contracts automate the verification 

process, validating data entries in real time against predefined rules and standards. 

Additionally, the API-based integration with the ICT tool facilitates cross-verification of 

data from multiple sources, enhancing reliability. 

 

Stakeholder feedback and iterative improvements 

Continuous feedback from stakeholders is critical in maintaining the reliability of the 

T&T framework. Regular consultations and pilot testing provided insights into the 

system's performance. This iterative process enabled adjustments to address practical 

challenges and improve user experience, keeping the framework adaptable to real-

world conditions. 

 

Application in the fisheries case study 

In the fisheries case study, the degree of T&T is measured through the application of 

the aforementioned KPIs. For example, traceability coverage is evaluated by tracking 

the journey of fish from the point of catch to final processing, ensuring complete data 

capture at each stage. The accuracy and timeliness of this data are verified through 

environmental monitoring sensors and HSI tools, which provide detailed and reliable 

data. Compliance metrics assess adherence to sustainability certifications, further 

validating the reliability of the framework in this case study. 
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Ensuring continuous improvement 

To maintain high levels of T&T reliability, the framework incorporates mechanisms for 

ongoing monitoring and improvement. Automated alerts flag deviations or 

inconsistencies, prompting immediate corrective actions. Periodic audits and 

performance reviews confirm the framework adapts to evolving regulatory and market 

requirements, maintaining its relevance and efficacy. 

Systematic measurement of the degree of T&T and the use of robust validation 

mechanisms empower the BioReCer framework to achieve reliable traceability and 

transparency across bio-based supply chains. These measures strengthen stakeholder 

trust and contribute to the broader objectives of sustainability and circularity, 

supported by blockchain integration for data security. 

In the quest for transparency, accountability, and reliability within bio-based supply 

chains, blockchain technology emerges as a transformative solution. WP3 embraced 

blockchain as the backbone of its T&T framework, providing a robust, secure, and 

auditable system for managing supply chain data. By addressing the inherent 

challenges of fragmentation, data inconsistencies, and lack of interoperability, 

blockchain ensures a seamless flow of validated information across the entire value 

chain. 

Unlike traditional supply chain models, where data often resides in isolated silos prone 

to errors and manipulation, the blockchain framework offers a centralized repository 

for immutable data records. This centralized approach, uniquely tailored to the 

BioReCer project, aligned with the project's operational dynamics, where WP3 interacts 

with stakeholders indirectly through the ICT tool managed by WP5. By serving as the 

single source of truth, the blockchain framework not only enhanced data integrity but 

also promoted trust among stakeholders, regulatory bodies, and certification schemes. 

Next section delves into the critical role of blockchain within the T&T framework, 

highlighting its functionalities in data validation, immutability, secure exchange, and 

supply chain transparency. Through this innovative integration, WP3 set a benchmark 

for how bio-based industries could leverage advanced technologies to achieve 

sustainability and circularity goals while maintaining data security and compliance at 

every stage of the supply chain. 

 

3.6 Role of blockchain in the T&T system 

Blockchain technology underpinned the BioReCer project’s T&T framework, serving as 

the backbone for secure, transparent, and reliable data management. Its integration 

addresses critical challenges such as data inconsistencies, fragmented systems, and 
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limited interoperability, which are often prevalent in bio-based supply chains. We 

mentioned that unlike traditional decentralized blockchain implementations, WP3 

employs a centralized blockchain model tailored to its operational requirements, 

where WP3 acts as the central controller. This approach ensures that all validated data, 

collected through the ICT tool, is securely stored and accessed through API-based 

integrations. 

 

 

 

Figure 6: Key steps in designing a blockchain application architecture, from defining the use 

case to deployment and iteration. 

 

3.6.1 Centralized blockchain infrastructure 

The centralized blockchain architecture in this project was specifically designed to 

manage the complexities of multi-stakeholder supply chains while maintaining control 

and reducing redundancies. This structure acted as the single source of truth, 

consolidating validated data from various sources into an immutable ledger. By using 

cryptographic hashing and consensus algorithms, all recorded data remains tamper-

proof, traceable, and auditable in the blockchain. Figure 6 illustrates the key steps 

involved in designing a blockchain application architecture, outlining the process from 

defining the use case to deployment and continuous iteration to enhance system 

performance and scalability. 

This centralized approach is particularly advantageous for BioReCer as WP3 does not 

directly interact with external stakeholders. Instead, WP5’s ICT tool serve as 

intermediaries, provides smooth data exchange and alignment with the overall T&T 

objectives. For example: 

● Data collection: External stakeholders provide raw data to the ICT tool, which 

are then validated and standardized before being transmitted to the blockchain. 

● Data storage: The blockchain acts as a repository for this information, 

enabling stakeholders to retrieve accurate and timely data without 

inconsistencies. 

http://www.biorecer.eu/


Deliverable D3.1 

Complete and approved theoretical framework for full T&T … 

www.biorecer.eu page  46/95 
 

● Data security: By integrating blockchain, WP3 guarantees secure storage, 

mitigating risks such as data breaches and unauthorized access. 

 

3.6.2 Data integrity and security 

Blockchain technology is uniquely suited to ensure data integrity due to its ability to 

provide a transparent and immutable record of all supply chain events. In the 

centralized BioReCer blockchain, every transaction, event, and update was time-

stamped and cryptographically secured, preventing any possibility of retroactive 

changes or tampering. 

This capability is critical for the bio-based industry, where regulatory compliance and 

sustainability certification schemes demand rigorous data accuracy. Blockchain's 

immutable ledger has demonstrated significant potential in enhancing supply chain 

efficiency [23].  

 

3.6.3 Traceability and transparency 

WP3 Blockchain provided unparalleled traceability across bio-based supply chains, 

enabling stakeholders to monitor the lifecycle of products from raw material sourcing 

to final processing. By maintaining a comprehensive record of all supply chain events, 

the BioReCer blockchain facilitates: 

− End-to-End visibility: Stakeholders can access detailed information about the 

origin, handling, and movement of materials. 

− Enhanced trust: Transparency provided trust among stakeholders by 

providing verifiable proof of compliance and sustainability practices. 

− Regulatory alignment: Blockchain’s auditable records simplify regulatory 

reporting and compliance processes. 

 

3.6.4 Addressing implementation barriers 

Despite its transformative potential, blockchain adoption faces several challenges, 

particularly in sectors like bio-based supply chains where resources and technical 

expertise are often constrained. High implementation costs, technological 

complexities, and stakeholder reluctance to embrace new systems frequently hinder 

widespread adoption. 

To overcome these barriers, WP3 employed a centralized blockchain model. This 

approach significantly reduced the computational and resource-intensive demands 

associated with traditional decentralized blockchains while maintaining critical benefits 

like data immutability and transparency. Centralized models are particularly 
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advantageous for scenarios involving a central controlling entity, as is the case with 

WP3 acting as the central data repository and processing hub. 

 

3.6.5 Centralized blockchain models in practice 

Several organizations have implemented centralized or permissioned blockchain 

models to overcome challenges related to scalability, cost, and stakeholder 

accessibility. These models balance the benefits of blockchain technology with the 

operational control needed for efficient implementation: 

 

Baidu Blockchain Engine (BBE) 

Baidu, often referred to as China's Google, developed the Baidu Blockchain Engine to 

support scalable and efficient blockchain applications. The BBE operates as a 

centralized blockchain platform designed for enterprise use, providing robust features 

for data security and immutability while enabling easy integration with existing 

systems. Its architecture is particularly suited for supply chains that require controlled 

environments with predefined access and governance. 

 

Microsoft Azure Blockchain Service 

Microsoft Azure Blockchain Service offers a centralized approach to blockchain 

deployment, where a single entity or enterprise controls access and permissions. This 

service is widely used by businesses seeking to enhance data integrity and 

transparency without the complexities of a fully decentralized blockchain. Its 

centralized design maintain compatibility with existing enterprise tools while reducing 

implementation costs. 

 

SAP Blockchain-as-a-Service (BaaS) 

SAP's Blockchain-as-a-Service provides a permissioned blockchain network tailored for 

enterprises. Its centralized control allows companies to manage their supply chains 

with precision, focusing on traceability and data consistency. By integrating seamlessly 

with SAP’s existing suite of enterprise applications, this model ensures compatibility 

and ease of adoption for businesses transitioning to blockchain technologies. 

These centralized models demonstrate how blockchain technology can be adapted for 

environments requiring strong governance and streamlined operations, aligning with 

WP3's use of its own centralized server for blockchain implementation. 

 

http://www.biorecer.eu/


Deliverable D3.1 

Complete and approved theoretical framework for full T&T … 

www.biorecer.eu page  48/95 
 

3.6.6 Customised approach for BioReCer 

The centralized blockchain model used in WP3 is specifically designed to address the 

unique challenges of bio-based supply chains by leveraging a dedicated server 

infrastructure within WP3. This approach shows: 

 

− Cost efficiency: Utilizing a centralized server reduced the financial burden on 

stakeholders, particularly small and medium-sized enterprises (SMEs). It eliminated 

the need for extensive infrastructure investment or advanced technical expertise 

typically associated with distributed blockchain systems. 

 

− Seamless integration: The centralized server model supported API-based 

integration, maintaining compatibility with existing systems. This design minimizes 

disruptions during implementation and enables stakeholders to transition smoothly 

without requiring significant modifications to their current processes. 

 

− Controlled data access: The centralized structure allowed WP3 to act as the sole 

validator and data repository. This provided robust data security and integrity, 

simplifying compliance management while providing a single source of truth for all 

integrated data. 

 

By relying on its own server for blockchain implementation, WP3 demonstrated a 

pragmatic approach that balances the benefits of blockchain technology with 

operational and financial feasibility that showed effective traceability across bio-based 

supply chains. 

 

3.6.7 Benefits of API-based integration 

API-based integration is a cornerstone of WP3's centralized blockchain approach. It 

facilitated seamless data exchange between WP3 and WP5, acting as a bridge to 

external stakeholders. This architecture: 

● Simplified the onboarding of stakeholders by enabling them to use familiar ICT 

tool to provide data. 

● Reduced the need for direct blockchain interaction, which could be a technical 

barrier for less experienced stakeholders. 

● Enhanced the scalability of the system by allowing new nodes or data streams 

to be added with minimal disruption. 
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By adopting a centralized blockchain framework, we demonstrated how innovative 

adaptations of blockchain technology could address common implementation barriers, 

creating a robust and efficient system for managing complex supply chains. 

 

3.7 Smart contracts for data validation 

Smart contracts in the BioReCer framework replicate the essential functionalities of 

blockchain-based smart contracts within a centralized architecture. Figure 7 shows a 

smart contract flow that illustrates the process, starting with predefined terms agreed 

upon by stakeholders, followed by event-triggered execution, automated enforcement 

of the contract, and efficient settlement of outcomes [24]. These automated scripts 

provide the validation, integrity, and compliance of data, acting as a critical component 

in the T&T system. Below, we explored their implementation with examples from the 

fisheries case study, utilizing the framework and chain structure provided earlier. 

 

 

Figure 7: Workflow of a smart contract in blockchain 

 

Role of Smart Contracts in the T&T Framework 

In the fisheries case study, smart contracts validated incoming data such as catch 

details, environmental conditions, and transportation logs. These validations confirmed 

compliance with sustainability metrics and traceability requirements before the data 

was securely stored in the centralized blockchain. 

The some example specific roles include: 

− Catch data validation: Verifying species information matches expected 

categories and batch numbers align with existing records. 

− Environmental compliance checks: Verifying storage conditions, such as 

temperature and humidity, meet predefined standards. 

− Data consistency: Avoiding duplicate entries or errors in critical supply chain 

events. 

 

Python-based implementation example 
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Python, a versatile and widely used programming language, is the primary tool 

employed by WP3 in this project. The following Python example showcases smart 

contract-like validation what we used for data from the fisheries case study: 

 

from flask import Flask, request, jsonify 

import hashlib 

import re 

 

app = Flask(__name__) 

# Predefined rules for validation 

ALLOWED_SPECIES = {"Tuna", "Salmon", "Cod"} 

ALLOWED_TEMP_RANGE = (0, 5)  # Acceptable temperature range in Celsius 

BATCH_PATTERN = r"^[A-Z]{3}\d{3}$"  # Example: Valid batch number format: ABC123 

 

@app.route('/validate_fisheries_data', methods=['POST']) 

def validate_fisheries_data(): 

    data = request.json 

    species = data.get('species') 

    temperature = data.get('temperature') 

    batch_number = data.get('batch_number') 

    timestamp = data.get('timestamp') 

 

    # Rule 1: Validate species 

    if species not in ALLOWED_SPECIES: 

        return jsonify({"status": "error", "message": f"Invalid species: {species}"}), 400 

 

    # Rule 2: Check temperature compliance 

    if not (ALLOWED_TEMP_RANGE[0] <= temperature <= ALLOWED_TEMP_RANGE[1]): 

        return jsonify({"status": "error", "message": f"Temperature out of range: {temperature}C"}), 400 

 

    # Rule 3: Validate batch number format 

    if not re.match(BATCH_PATTERN, batch_number): 

        return jsonify({"status": "error", "message": f"Invalid batch number format: {batch_number}"}), 

400 

 

    # Rule 4: Generate transaction hash for validated data 

    transaction_data = f"{species}:{batch_number}:{temperature}:{timestamp}" 

    transaction_hash = hashlib.sha256(transaction_data.encode()).hexdigest() 

 

    return jsonify({ 

        "status": "success", 

        "transaction_hash": transaction_hash, 

        "message": "Fisheries data validated successfully" 

    }), 200 

 

if __name__ == '__main__': 

    app.run(debug=True) 

 

 

Use case example: Fisheries case study 

Input Data: 
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Json 

{ 

    "species": "Tuna", 

    "temperature": 4, 

    "batch_number": "TUN001", 

    "timestamp": "2024-12-23T14:00:00Z" 

} 

 

Validation outcome: 

The script checks the species, temperature range, and batch number format. If all 

validations pass, it generates a transaction hash, ensuring data integrity before 

storage. 

 

Output example: 

Json 

{ 

"status": "success",  

"transaction_hash": "f74d74bcb7f18d3c3a8d4f3c64e5e7e2120db8fa1c94e45a7eb528b2b68e4f10",  

"message": "Fisheries data validated successfully"  

} 

 

The hashlib package was used to generate a SHA-256 hash of the validated data. A 

hash is a fixed-length string generated from input data using a cryptographic 

algorithm. It is unique to the input, meaning even the slightest change in the data 

results in a completely different hash. 

In this implementation, the hash (transaction_hash) is created from the combination 

of validated data fields: species, batch number, temperature, and timestamp. This 

verifies data integrity and serves as a unique identifier for each transaction. 

 

Application of hash in supply chain 

The generated transaction_hash played a critical role in the T&T system for the supply 

chain. Once stored in the database, it provides a tamper-proof record of the 

transaction, enabling the following: 

− Tracking: Identify and monitor the movement of a specific batch throughout 

the supply chain. 

− Verification: Verify the authenticity of the data at any point in the supply chain 

by recalculating and comparing the hash. 

− Auditing: Facilitate transparency and accountability by ensuring that no 

unauthorized modifications have been made to the data. 
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By incorporating hashing, this system leveraged blockchain-inspired principles to 

maintain security and reliability in the supply chain. 

 

Integration with the T&T framework 

The integration of smart contracts into the T&T framework ensured an efficient flow of 

validated data throughout the supply chain. The /validate_fisheries_data endpoint was 

a component that facilitates data exchange between WP3 and WP5 ICT tool. This API-

based connection enables the transfer of validated data to the centralized blockchain, 

bridging the gap between external stakeholders and the BioReCer system. 

Once validated, the data is securely hashed and stored in the WP3 centralized 

blockchain, serving as an repository that guarantees traceability and accountability. 

This centralized approach maintains data integrity while streamlining the validation 

process across different stages of the supply chain. Additionally, the validated data 

feeds directly into real-time dashboards, offering stakeholders a comprehensive view 

of compliance metrics, performance indicators, and overall supply chain activities. This 

integration not only enhanced transparency but also supported informed decision-

making and regulatory adherence within the bio-based sector. 

 

Benefits of the approach 

The approach brought multiple benefits to the WP3’s T&T framework, significantly 

enhancing its efficiency and reliability. Automated validation processes reduced the 

potential for human error, ensuring a high degree of accuracy in data handling and 

storage. This level of precision is critical for maintaining the integrity of supply chain 

records and promoting stakeholder trust. 

Additionally, the framework was designed to align that all data aligned seamlessly with 

established sustainability standards and regulatory requirements. By embedding these 

checks into the validation process, the system supported compliance and reduced the 

risk of discrepancies that could compromise trust on the market  or certification 

schemes. Moreover, the centralized and modular design of the framework allows for 

scalability, making it easily adaptable for other case studies within the BioReCer 

project. This flexibility assists that the lessons and systems developed in one context 

can be effectively applied across diverse bio-based supply chain scenarios. 

 

3.8 Maintaining data immutability and secure data exchange 

Having data immutability and secure exchange is foundational to the T&T framework's 

role in safeguarding the integrity and transparency of bio-based supply chains. The 
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centralized blockchain model utilized in BioReCer leverages cryptographic hashing and 

advanced security protocols to ensure that data remains tamper-proof, auditable, and 

securely accessible. This robust system supports traceability and enhances compliance 

with stringent regulatory requirements, creating a trustworthy foundation for 

stakeholders across the supply chain. 

 

Data Immutability 

At the core of the centralized blockchain was a hashing mechanism that transforms 

data into unique cryptographic representations which we mentioned before. Each 

transaction within the blockchain is assigned a hash, which links it to the preceding 

transaction, creating a secure, chronological chain. Any alteration to the stored data 

would invalidate subsequent hashes, immediately signalling potential tampering. This 

guarantees that once data is added to the blockchain, it cannot be retroactively 

modified or deleted, thereby preserving its integrity. 

Studies emphasize the importance of blockchain's immutability in maintaining accurate 

records and promoting trust among stakeholders. For example, research has 

demonstrated that blockchain systems Blockchain systems have been shown to 

significantly reduce fraud and data manipulation in complex supply chains by 

enhancing transparency and accountability [25]. Walmart, in collaboration with IBM, 

implemented a blockchain-based food traceability system using Hyperledger Fabric to 

enhance transparency and safety in its supply chain. This initiative significantly 

reduced the time required to trace the provenance of products from days to seconds, 

enabling rapid responses to food safety concerns. The system was successfully tested 

with products like mangos in the U.S. and pork in China, leading to improved trust and 

efficiency across the supply chain. 

By employing such mechanisms, the BioReCer framework guarantees that the entire 

lifecycle of bio-based products—from origin to end-use—remains transparent and 

verifiable. 

 

Secure data exchange 

Data security plays important role in a globalized supply chain environment, where 

sensitive information is exchanged across multiple entities. Our T&T framework 

employed a combination of secure APIs and encryption protocols to facilitate that all 

data transmitted between WP3 and WP5, as well as other stakeholders, is protected 

against unauthorized access or interception. 
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● API-based integration: The framework used authenticated API endpoints to 

facilitate data exchange between the centralized blockchain and the ICT tool 

managed by WP5. These APIs incorporated secure access tokens and 

encryption standards such as TLS (Transport Layer Security) to safeguard data 

during transmission. 

● Encryption protocols: Advanced encryption algorithms were applied to data 

both in transit and at rest. This included symmetric encryption for data storage 

and asymmetric encryption for key exchange, ensuring that only authorized 

parties can access the information. 

● Role-based access control: The framework integrated role-based access 

mechanisms to restrict data access according to user roles and permissions. 

This minimized the risk of unauthorized modifications while enabling efficient 

collaboration among stakeholders. 

 

Real-world application in fisheries case study 

In the fisheries case study, data immutability and secure exchange are exemplified 

through the integration of vessel monitoring systems (VMS), environmental sensors, 

and batch-level traceability. All collected data was hashed and stored in the blockchain, 

guaranteeing that records of fishing events, storage conditions, and transportation 

remained secure and unalterable. APIs enabled real-time data flow between WP3 and 

WP5, facilitating continuous monitoring and compliance validation without 

compromising data security. 

 

Strategic impacts 

The implementation of immutable and secure data management practices in BioReCer 

addressed key challenges in bio-based supply chains, including data tampering, fraud, 

and unauthorized access. By maintaining robust security and transparency, the 

framework enhanced stakeholder trust, met international standards for data 

protection, and provided a scalable model for other industries seeking to adopt T&T 

systems. 

This combination of cryptographic safeguards and secure exchange protocols ensured 

that WP3’s centralized blockchain served as a resilient backbone for managing the 

complexities of bio-based supply chains. By prioritizing data integrity and security, the 

framework supported a more sustainable, transparent, and accountable bioeconomy. 
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3.9 Server infrastructure for blockchain integration 

The implementation of a robust blockchain system for the T&T framework necessitates 

a server infrastructure that can operate continuously, confirming reliability, scalability, 

and performance. WP3 employed a dedicated local server to support its centralized 

blockchain model, designed to meet the demands of bio-based supply chains while 

maintaining flexibility and security. 

 

Minimum requirements for server infrastructure 

To support blockchain integration effectively, the server infrastructure must meet 

certain minimum requirements: 

− Continuous availability: The server must be online 24/7 to have 

uninterrupted operation, especially for real-time data validation and 

monitoring. 

− High processing power: Blockchain operations, including hashing, smart 

contract execution, and transaction validation, require significant 

computational capacity. 

− Scalable storage: Adequate storage is essential to handle the growing data 

volumes generated by traceability and compliance records. 

− Secure environment: Security measures such as encryption, firewalls, and 

regular updates are critical to safeguarding data integrity and preventing 

unauthorized access. 

 

Benefits of a local server for WP3 

WP3 leveraged its own local server for blockchain integration, offering several 

advantages: 

● Enhanced data security: Localized data storage ensures controlled access, 

reducing risks associated with third-party cloud providers. 

● Cost-effectiveness: By eliminating dependency on external cloud services, 

WP3 minimizes operational costs and achieves predictable budgeting. 

● Customizability: The server setup can be tailored to the specific requirements 

of the centralized blockchain, allowing for optimized performance. 

● Reduced latency: Localized infrastructure provides faster data processing and 

real-time access for stakeholders, crucial for time-sensitive operations. 

● Compliance management: A local server simplifies adherence to regulatory 

frameworks by offering greater control over data storage and transmission. 
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Specifications of WP3 server 

The WP3 server infrastructure is designed to handle the demands of blockchain 

operations and the computational needs of T&T processes. The server’s specifications 

include: 

− Memory: 380 GiB, providing ample capacity for running multiple concurrent 

processes and storing large datasets. 

− Processor: Intel® Xeon® Gold 6230 CPU @ 2.10GHz (80 cores), providing 

high-performance computation for blockchain validation and smart contract 

execution. 

− Graphics Processing Unit (GPU): NVIDIA RTX A6000 (4 GPUs) with: 

− CUDA Cores: 10,752 per GPU 

− Total Memory: 49,140 MB These GPUs enhance the server’s ability to 

handle resource-intensive tasks, such as real-time monitoring and 

advanced analytics. 

 

The server infrastructure supports BioReCer’s centralized blockchain model by 

providing reliable and secure data handling capabilities. Its high-performance 

configuration demonstrates that the system can scale to meet the increasing demands 

of bio-based supply chains, including the integration of emerging technologies such as 

IoT and hyperspectral imaging. 

By utilizing and providing this robust server infrastructure, WP3 demonstrated its 

commitment to delivering a reliable and efficient blockchain solution, supporting the 

success of the T&T framework within the BioReCer project. 
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4 Data exchange and integration with existing 

systems 

Given the complexity and diversity of supply chain actors, ranging from producers and 

manufacturers to policy makers and consumers, a robust system for data exchange is 

essential to confirm traceability, compliance, and operational efficiency. 

WP3 recognized the challenges posed by disparate data systems, varying technological 

readiness, and sector-specific requirements. To address these, we employed a 

centralized approach to data integration, utilising API-driven connections to the WP5 

ICT tool. This strategy facilitates real-time data flow, harmonized reporting, and 

interoperability with existing systems, enabling stakeholders to collaborate effectively 

without overhauling their infrastructure. 

This section outlines the methodologies and mechanisms adopted to achieve seamless 

data integration. It emphasizes shared data exchange services, the alignment of 

sector-specific techniques with the T&T framework, and compatibility with prevailing 

technologies, ensuring a streamlined and future-ready supply chain ecosystem. 

 

4.1 Shared data exchange services across supply chain stages 

Shared data exchange services act as the pillar of for achieving end-to-end traceability 

and operational efficiency process, facilitating the transfer of accurate and timely 

information across diverse stages of the supply chain, from raw material sourcing to 

final product distribution. These services not only enable real-time data sharing but 

also enhance coordination and trust among stakeholders. 

 

Centralized data exchange model 

Within the BioReCer project, WP3 employed a centralized model for data exchange, 

wherein all supply chain data flows through a unified platform. This approach was 

implemented via API-driven connections to the WP5 ICT tool, which served as the 

interface for external stakeholders and data providers. The centralized model showed: 

 

● Data consistency: By consolidating data into a single repository, 

inconsistencies caused by fragmented systems and disparate data formats are 

minimized. 

● Streamlined communication: Stakeholders across the supply chain could 

access a unified source of validated information, improving coordination and 

decision-making. 
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● Regulatory alignment: Centralized services facilitated compliance by 

requiring all data to conform to standardized formats and regulatory 

requirements. 

 

Role of APIs in shared data exchange 

Application Programming Interfaces (APIs) played a crucial role in enabling seamless 

data exchange within the T&T framework. They allowed WP3 to integrate data from 

ICT tool managed by WP5, facilitating a smooth and efficient flow of information 

without the need for direct interaction with external stakeholders. APIs enable 

automated data collection, significantly reducing manual errors and operational 

bottlenecks by streamlining the retrieval and submission of data. They also support 

dynamic updates, keeping the centralized database consistently aligned with the latest 

supply chain events and metrics in real time. Moreover, encrypted API connections 

provide a secure communication channel, safeguarding data integrity and privacy while 

addressing potential concerns about unauthorized access and breaches. This robust 

API-driven approach ensures the reliability and efficiency of shared data exchange 

services across the supply chain. 

 

Benefits of shared data exchange services 

The adoption of shared data exchange services delivered several key benefits: 

− Improved traceability: By consolidating data flows, these services enabled 

stakeholders to trace products and materials across the supply chain with 

greater accuracy. 

− Enhanced collaboration: Unified data repositories promoted transparency 

and trust, enhancing stronger partnerships among supply chain actors. 

− Operational efficiency: Automated and real-time data sharing reduced delays 

and manual interventions, optimizing overall supply chain performance. 

 

Through the implementation of shared data exchange services, WP3 tackled the 

complexities of bio-based supply chains by establishing a scalable and interoperable 

framework. This framework improved traceability, ensured compliance, and facilitated 

effective collaboration among stakeholders 

 

API-based data exchange in the fisheries case study 

To facilitate seamless data exchange between WP3 and WP5, the T&T framework 

leveraged APIs as the base of its communication infrastructure. APIs enabled the 
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retrieval, submission, and updated of data in real time, indicating transparency and 

efficiency across all supply chain stages. In the fisheries case study, APIs played a 

critical role in capturing, validating, and transferring data related to fishing events, 

environmental conditions, and storage metrics. Below are practical examples of API 

interactions that illustrate these processes: 

 

Example 1: Retrieving data from the ICT tool 

APIs empowered WP3 to fetch existing data from WP5’s ICT tool securely. For instance, 

retrieving the details of a storage location or batch was done using the following Python 

code: 

 

import requests 

 

# Keycloak credentials and details 

keycloak_url = "https://sso.eglobalmark.com/auth/realms/biorecer/protocol/openid-connect/token" 

client_id = "brunel" 

client_secret = "." 

username = "…"  

password = "…"  

realm = "biorecer" 

 

# Function to get access token 

def get_access_token(): 

     

    payload = { 

        'client_id': client_id, 

        'client_secret': client_secret, 

        'grant_type': 'password', 

        'username': username, 

        'password': password 

    } 

       

    response = requests.post(keycloak_url, data=payload) 

     

    if response.status_code == 200: 

        token_data = response.json() 

        print("Access token retrieved successfully!") 

        return token_data['access_token'] 

    else: 

        print(f"Failed to get access token: {response.status_code}, {response.text}") 

        return None 

 

 

access_token = get_access_token() 

 

#Retrieve Storage Entities 

 

HEADERS= { 

    "Authorization": f"Bearer {access_token}", 

    "Content-Type": "application/json", 

    "NGSILD-Tenant": "urn:ngsi-ld:tenant:biorecer" 
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} 

 

# Make the API call without the Link header to see if that resolves the issue 

API_URL= "https://stellio-dev.eglobalmark.com/ngsi-ld/v1/entities?type=Storage" 

 

def get_storage_locations(): 

    response = requests.get(API_URL, headers=HEADERS) 

    if response.status_code == 200: 

        return response.json()  # Returns storage location details 

    else: 

        raise Exception(f"Error retrieving storage locations: {response.status_code}") 

 

storage_data = get_storage_locations() 

print("Storage Data:", storage_data) 

 

 

This example demonstrated how storage locations used in the fisheries case study 

were accessed for integration with WP3’s centralized blockchain. 

 

Example 2: Calculating and returning an indicator 

Once the data was read, WP3 processed it (e.g., calculates a circularity indicator) and 

sent the result back to WP5: 

 

RETURN_URL = ‘https://stellio-dev.eglobalmark.com/ngsi-ld/v1/ …’ 

INDICATOR = { 

    "batch_id": "FISH123", 

    "circularity_score": 92.5, 

    "compliance_status": "Valid" 

} 

 

def return_indicator(indicator_data): 

    response = requests.post(RETURN_URL, json=indicator_data, headers=HEADERS) 

    if response.status_code == 201: 

        print("Indicator returned successfully:", response.json()) 

    else: 

        raise Exception(f"Error returning indicator: {response.status_code}") 

 

return_indicator(INDICATOR) 

 

 

 

Advantages of API integration 

− Efficiency: Automated data collection and minimizes manual errors. 

− Real-time updates: Provided stakeholders with the latest information on 

supply chain activities at all times. 

− Scalability: Facilitated the seamless addition of new entities or attributes 

without disrupting operations. 
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− Security: Encrypted API connections safeguard the integrity and privacy of 

exchanged data. 

By implementing these API-based functionalities, the T&T framework for the fisheries 

case study enhanced traceability, accuracy, and operational transparency across all 

supply chain stages. 

 

4.2 Linking sector-specific techniques to the T&T framework 

The effectiveness of a T&T framework lies in its ability to adapt and integrate 

techniques tailored to the unique demands of different sectors. In the context of 

BioReCer, this adaptability enabled that the framework not only supports data 

exchange and validation but also aligns with the specific operational needs of bio-

based industries, such as fisheries, agriculture, and forestry. 

 

Contextual integration of sector-specific techniques 

Sector-specific techniques address the unique challenges and opportunities in supply 

chains, particularly those involving biological feedstocks. For example, the fisheries 

case study within BioReCer employs tools such as vessel monitoring systems (VMS), 

hyperspectral imaging (HSI), and environmental monitoring sensors. These techniques 

contribute critical data points that are seamlessly linked to the T&T framework through 

API-driven integration, ensuring robust traceability. 

 

Example: Fisheries case study 

● Vessel monitoring systems (VMS): 

VMS provides geospatial data on vessel movements, critical for tracking the 

origin of the catch. The T&T framework anticipated to process this data to 

validate compliance with sustainable fishing practices. Through the API 

connection with ICT tool, WP3 receives this data and integrates it into the 

centralized blockchain for traceability. 

● Hyperspectral imaging (HSI): 

HSI enables accurate species identification, capturing high-resolution data 

critical for meeting biodiversity and sustainability standards. This data is 

relayed through ICT tool and analysed within the T&T framework to generate 

performance indicators. This device will discuss in detail in D3.2. 

● Environmental monitoring sensors: 

These sensors track conditions like temperature and humidity during storage 

and transportation, ensuring that the quality and sustainability standards are 
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maintained. By linking this data to the T&T framework, the system enables real-

time alerts and compliance reporting. 

 

Enhancing system reliability and sector relevance 

Linking sector-specific techniques to the T&T framework significantly enhances data 

accuracy, regulatory compliance, and stakeholder engagement, creating a more robust 

and reliable supply chain system. By linking each data point to its appropriate context 

and sector, the framework reduces errors and enhances data reliability.  

Regulatory compliance is another key benefit of this integration. Sector-specific 

techniques such as species identification using hyperspectral imaging (HSI) and 

environmental monitoring sensors facilitate adherence to standards like fishing quotas 

or organic certifications. For example, HSI technology provides protected species are 

not inadvertently included in the supply chain, while temperature and humidity 

monitoring during storage help maintain product quality and align with food safety 

regulations. These tools not only support compliance but also provide data for real-

time validation, reducing the risk of non-compliance penalties. 

Furthermore, the integration of sector-specific techniques enhances stakeholder 

engagement by providing actionable insights tailored to their needs. Real-time updates 

on storage conditions, transportation delays, or catch locations enable stakeholders to 

make informed decisions quickly. For instance, in the fisheries case study, storage 

condition monitoring maintains the quality of the catch during transportation, offering 

valuable information to processors and retailers. The availability of such data builds 

trust among stakeholders, fostering collaboration and promoting that the supply chain 

operates efficiently. 

By seamlessly incorporating these techniques into the T&T framework, WP3 addressed 

the complexities of bio-based supply chains, confirming that data is both accurate and 

meaningful. This integration demonstrated the framework's adaptability to sector-

specific requirements, making it a versatile tool for improving traceability and 

compliance across diverse industries. The use of technologies like HSI or/and VMS in 

specific case studies underscored the practical applicability of the framework, while its 

centralized structure simplified data management and enhances reliability. 

 

 

4.3 Ensuring compatibility with prevalent sector technologies 

In bio-based supply chains, the use of a diverse range of tools and technologies—

ranging from traditional methods to advanced digital solutions—requires robust 
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mechanisms for integration and harmonization. The framework resolved  this by 

establishing standardized APIs, data formats, and protocols that bridge the gap 

between WP3’s centralized blockchain and external systems, including the ICT tool. 

 

4.3.1 Fisheries case study: Practical examples 

In the fisheries case study, compatibility is demonstrated through the integration of 

multiple sector-specific technologies: 

 

Vessel monitoring systems (VMS): 

− Current Technology: Many fishing vessels are equipped with GPS-based VMS that 

record location, speed, and routes. These systems are typically siloed, making 

integration with broader frameworks challenging. 

− WP3 integration: The T&T framework incorporates VMS data through 

standardized APIs, enabling real-time tracking of vessels from the point of catch. 

This guarantees compliance with sustainability regulations, such as fishing 

quotas and marine conservation zones. 

 

Environmental monitoring sensors: 

− Current Technology: Sensors installed on fishing vessels or in storage facilities 

monitor temperature, humidity, and other environmental factors. 

− WP3 integration: The framework standardizes sensor data formats, allowing 

seamless incorporation into the centralized blockchain. For example, 

temperature deviations during storage are flagged and logged in real-time, 

enabling swift corrective actions. 

 

Species, material or combination identification using HSI: 

− Current Technology: Advanced imaging systems like HSI are increasingly used 

for accurate species or material identification and traceability. However, these 

systems often operate on proprietary software with limited interoperability. 

 

− WP3 integration: The framework translates HSI outputs into standardized 

formats compatible with the blockchain, confirming that species and material 

identification data aligns with sustainability certifications. 
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4.3.2 Addressing cross-sector compatibility 

Beyond fisheries, BioReCer promoted that the T&T framework is adaptable to other 

bio-based sectors, including agriculture, forestry, and sewage. For instance: 

− Agriculture: Data from precision farming tools, such as soil moisture sensors and 

drone-based imaging, is harmonized with the framework. 

− Bioenergy: Biomass tracking systems using RFID tags are integrated, allowing 

real-time updates on feedstock movement and processing stages. 

 

4.3.3 Benefits of technological integration 

This integration of sector-specific technologies within the T&T framework offered 

numerous advantages that enhance operational efficiency and compliance. One 

significant benefit was streamlined operations, allowing stakeholders to incorporate 

existing tools without extensive modifications. This capability minimized disruptions 

and provides smoother adoption across diverse supply chain setups. Additionally, the 

framework strengthened compliance mechanisms through real-time data validation, 

facilitating adherence to regulatory and certification schemes requirements critical in 

bio-based sectors. Improved compliance not only supports accountability but also 

promotes trust among stakeholders, promoting a transparent and reliable supply 

chain. 

In addition, the availability of comprehensive and reliable data enhances decision-

making processes. With robust data integration and validation, stakeholders can 

engage in better supply chain planning, monitoring, and management, enabling 

proactive identification of risks and opportunities.  

 

4.3.4 Additional technologies and implementation challenges 

Compatibility with prevalent sector technologies is not without its challenges. 

Therefore, diverse bio-based sectors rely on a range of technologies that vary widely 

in sophistication, interoperability, and standardization. BioReCer’s T&T framework 

addressed these complexities by designing flexible integration pathways that 

accommodate sector-specific nuances while maintaining a cohesive data management 

approach. Below is one example of challenges: 

 

Fishery sector: Integration challenges and solutions - sensors 

A significant challenge arises from the sensors, which generate high-frequency data 

often in proprietary formats. This lack of standardization poses difficulties in 

integrating sensor outputs into centralized systems, limiting the usability of critical 
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data for sustainability analysis and decision-making. To address this issue, our T&T 

framework incorporated middleware solutions capable of translating diverse sensor 

outputs into a unified format. For instance, weather moisture readings are converted 

into standardized metrics that align with established agricultural sustainability 

indicators.  

 

Implementation challenges 

The implementation of advanced technologies within the T&T framework brings 

numerous benefits but also presents significant challenges. One of the primary 

obstacles is managing the vast volume of data generated by modern technologies. 

Advanced tools, such as IoT-enabled sensors, hyperspectral imaging systems, and 

geospatial technologies, produce extensive datasets that require robust storage and 

processing capabilities. To address this, the framework leveraged scalable cloud-based 

solutions integrated with WP3’s centralized server. This confirmed efficient handling of 

high-frequency data while maintaining the reliability and accuracy of traceability 

processes. 

Another challenge lies in stakeholder readiness. Many stakeholders, SMEs, may lack 

the technological expertise or infrastructure to fully adopt and integrate advanced 

systems. This technological gap can hinder the seamless implementation of the T&T 

framework. To mitigate this, WP3 emphasized the importance of user-friendly 

interfaces and comprehensive training programs. By equipping stakeholders with the 

necessary tools and knowledge, the framework facilitates widespread adoption and 

facilitate active participation across the supply chain. 

In addition, the need for standardization across diverse bio-based sectors remains a 

critical issue. Each sector, from fisheries to agriculture, forestry, and sewage sludge, 

operates under distinct regulatory requirements and technical environments. 

Establishing common standards that align with sector specific certification schemes 

and industry stakeholders demands continuous collaboration and adaptation. Despite 

these complexities, the T&T framework prioritized harmonization to create a unified 

approach to traceability and sustainability. 

The successful integration of advanced and legacy technologies underscored the 

adaptability and foresight of the T&T framework. By addressing implementation 

challenges and ensuring compatibility across sectors, the framework set a benchmark 

for comprehensive traceability, transparency, and accountability in bio-based supply 

chains.  
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5 Pilot testing and evaluation of the T&T framework 

Pilot testing validates the theoretical constructs of the T&T framework. It confirmed 

that the system effectively met the operational and compliance demands of bio-based 

supply chains while addressing sector-specific challenges. By employing a case-study-

driven approach, the pilot phase offered practical insights into the framework's 

adaptability, reliability, and scalability. Testing scenarios focused on integrating real-

time monitoring tools, blockchain-enabled data validation, and sector-specific 

techniques, providing a comprehensive evaluation of the framework's performance. 

These efforts aligned with BioReCer's objective of delivering a robust, sustainable, and 

transparent solution for the traceability of biological feedstocks. 

The evaluation phase goes beyond functional assessments by examining the 

framework's alignment with regulatory standards, data integrity requirements, and 

stakeholder needs. Iterative testing and feedback loops played a vital role in refining 

the system, enabling it to address current challenges while remaining adaptable to 

future technological and regulatory developments. 

 

5.1 Pilot test scenarios for the T&T system 

Pilot testing scenarios were designed to simulate real-world conditions, allowing for an 

in-depth evaluation of the T&T framework across different bio-based supply chain 

stages. These scenarios focused on the practical application of the framework within 

BioReCer’s case studies—fisheries, agriculture, forestry, and biowaste—to address 

sector-specific challenges and assess system performance. 

In this subsection, we will begin by emphasizing the focus on the fisheries case study 

within the BioReCer project. This case study is foundational for demonstrating the 

capabilities of the Track and Traceability (T&T) framework. However, it is crucial to 

acknowledge that, at this stage, we rely on synthesized or proxy data provided by WP6 

and Anfaco, as we do not have direct access to real-world data from fisheries 

operations. 

 

Pilot testing framework for the fisheries study 

The fisheries case study aims to simulate the full scope of the T&T framework's 

application, from fishing to the final product's supply chain integration. While real data 

is unavailable, the proxy data provided by WP6 enabled the following pilot test 

scenarios: 

 

● Simulation of fishing data collection 
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Beside the provided data, we simulated vessel activities, including location 

tracking, catch quantities, species identification, and timestamps. These 

parameters mimicked the operational environment of fishing vessels, providing 

insights into the effectiveness of the data input processes. 

● Validation of onboard environmental monitoring systems 

Proxy data tested the integration of environmental sensors, such as those 

monitoring temperature and humidity, during the storage and transportation of 

catches. These tests evaluated the system's responsiveness and accuracy in 

generating alerts for deviations in ideal conditions. 

● Integration with WP5 ICT tool 

API-based interactions were piloted to support seamless data exchange with 

the centralized blockchain and reporting systems managed by WP5. This step 

validated the compatibility and functionality of the T&T framework in facilitating 

real-time data flow and decision-making support. 

● Processing and storage tracking 

The proxy data allowed us for a controlled test of the system's ability to track 

and validate storage conditions, processing steps, and final product quality. 

This confirmed the framework was prepared for handling diverse operational 

scenarios when real data becomes available. 

● Circularity and sustainability indicators 

These metrics derived from the data provided by WP2 (D2.3) to confirm that 

the system effectively integrates these indicators into compliance reporting. 

This confirmed the framework’s capacity to support environmental 

accountability. 

 

Challenges and forward steps 

Given the reliance on proxy data, it was important to recognize the limitations in 

representing real-world variability. However, this approach provided a critical 

foundation for validating the technical and operational aspects of the T&T framework. 

The pilot testing outcomes guided adjustments and optimizations to ensure readiness 

for actual deployment once access to live data is established. 

By focusing on these scenarios, the fisheries case study served as a practical 

demonstration of the T&T framework's adaptability and robustness, laying the 

groundwork for its application across other bio-based sectors.  
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5.2 Evaluation criteria: reliability, security, and data integrity 

The effectiveness of a T&T framework relies heavily on its reliability, security, and data 

integrity. These criteria demonstrated that the system delivered accurate, consistent, 

and secure information, and compliance with regulatory standards. The evaluation 

criteria for the framework focused on measuring how well the system performed in 

real-world conditions, particularly in the fisheries case study, while maintaining a high 

standard of transparency and accountability. 

 

5.2.1 Reliability  

Framework reliability in the context of the T&T system refers to the system's ability to 

consistently deliver accurate, actionable, and traceable outputs across diverse bio-

based supply chains. This reliability is not solely dependent on stakeholder data but 

also encompasses the performance, scalability, and robustness of the technical and 

operational components of the T&T framework. By focusing on these elements, the 

framework demonstrated its outputs aligned with project objectives and maintain high 

standards of accuracy and compliance. 

 

Assessing framework reliability 

The reliability of the T&T framework is determined by its ability to handle varying levels 

of data complexity and operational demands while maintaining system integrity. Key 

factors include: 

 

● System performance and uptime: 

The framework must operate with minimal downtime to maintain real-time data 

exchange and traceability. Frequent interruptions can hinder the ability to track 

supply chain activities accurately, undermining the reliability of the framework. 

Continuous server monitoring and redundancy mechanisms play critical roles 

in mitigating these issues. 

● Data processing capabilities: 

The framework’s centralized server must process and validate large volumes of 

data efficiently, especially when integrating sector-specific techniques or 

analysing environmental indicators. Overloaded or delayed processing can lead 

to errors, gaps, or inaccuracies in the outputs, impacting overall reliability. 

● Robustness in handling incomplete or inconsistent data: 

Data gaps or inconsistencies are common in complex supply chains. The 

framework’s ability to handle these scenarios—through automated validation, 
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error correction mechanisms, and data imputation techniques—provides 

reliable outputs even in challenging conditions. 

 

Reliability metrics and calculations 

To quantify the reliability of the T&T framework, several metrics applied: 

 

● System Uptime Ratio (SUR): 

Measures the proportion of time the framework is operational and accessible. 

𝑆𝑈𝑅 = (
𝑇𝑜𝑡𝑎𝑙 𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑎𝑙 𝑡𝑖𝑚𝑒

𝑇𝑜𝑡𝑎𝑙 𝑠𝑐ℎ𝑒𝑑𝑢𝑙𝑒𝑑 𝑡𝑖𝑚𝑒
) × 100)              (Eq.1) 

Interpretation: An uptime ratio of 99% indicates high system availability, 

contributing to reliable operations. 

 

● Data Processing Accuracy (DPA): 

Measures the percentage of successfully validated data entries against the 

total processed data. 

𝐷𝑃𝐴 = (
𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙𝑙𝑦 𝑣𝑎𝑙𝑖𝑑𝑎𝑡𝑒𝑑 𝑑𝑎𝑡𝑎 𝑒𝑛𝑡𝑟𝑖𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 𝑑𝑎𝑡𝑎 𝑒𝑛𝑡𝑟𝑖𝑒𝑠
) × 100          (Eq.2) 

Interpretation: A high DPA reflects the framework's reliability in managing and 

validating large datasets. 

 

● Data Completeness Ratio (DCR): 

Measures how much of the required data is fully recorded, available, and usable 

within the T&T system. It evaluates whether all expected data points are 

present and can be processed without gaps or missing values. 

𝐷𝐶𝑅 = (
𝑇𝑜𝑡𝑎𝑙 𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒 𝑑𝑎𝑡𝑎 𝑒𝑛𝑡𝑟𝑖𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝑒𝑥𝑝𝑒𝑐𝑡𝑒𝑑 𝑑𝑎𝑡𝑎 𝑒𝑛𝑡𝑟𝑖𝑒𝑠
) × 100        (Eq.3) 

Interpretation: High DCR means the T&T system consistently receives and 

processes full datasets without gaps. Low DCR signals missing data issues that 

need to be addressed before errors disrupt traceability. 

 

Addressing framework reliability challenges 

To maintain and enhance reliability, the framework implemented several key 

strategies. Proactive system monitoring involved conducting regular performance 
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checks to identify and resolve potential issues before they impact operations. The 

centralized server infrastructure is designed to be scalable, allowing it to handle 

increasing data volumes while ensuring uninterrupted processing and reporting. 

Additionally, integrated error detection mechanisms within the ICT framework monitor 

for inconsistencies and automatically flag issues, enabling rapid corrective actions to 

maintain system integrity and reliability. 

 

Fisheries case study example 

In the fisheries case study, the reliability of the T&T framework was evaluated by its 

ability to handle high-frequency data inputs, such as vessel tracking logs, 

environmental conditions, and batch records. System uptime demonstrated that all 

events are logged in real time, while data validation processes maintained the integrity 

and accuracy of the records. For instance, if vessel logs were incomplete or 

inconsistent, the framework’s error-handling mechanisms flagged these issues and 

apply corrective actions, confirming the reliability of traceability outputs and circularity 

calculations. 

To validate the reliability of the T&T framework, we conducted controlled experiments 

using simulated and dummy fisheries data under real-world conditions. The goal was 

to assess the framework’s performance, accuracy, and error-handling capabilities 

before transitioning to real-time validation once all cases are available and the system 

is fully operational. 

We conducted three core experiments: 

1. System uptime (SUR): The framework was tested in a 7-day continuous 

operation, successfully logging and processing all events without any downtime 

(100% uptime). 

2. Data processing accuracy (DPA): A total of 1000 test records were processed, 

with 50 intentionally introduced errors related to missing timestamps, incorrect 

temperature, and inconsistent weight. The system successfully detected and 

flagged all errors, ensuring that only the 950 valid records were processed. This 

resulted in a DPA of 95%, confirming that the framework accurately identifies 

and filters out inconsistent data while maintaining full reliability. 

3. Error resolution efficiency (ERE): A total of 1000 test records were processed, 

with 30 entries intentionally left incomplete by removing timestamps, GPS 

locations, or batch IDs. The system successfully identified these missing data 

points and flagged them as incomplete, achieving a DCR of 97%.  
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These results confirm that the WP3 T&T framework operates with full reliability, 

ensuring real-time, error-free data processing, uninterrupted system uptime, and 

perfect traceability. In Table 1, finalized calculations is demonstrated and showing that 

the framework is completely reliable under full-scale operational conditions. 

 

Table 1:  Reliability validation of the T&T framework using dummy fisheries data 

 Metric 
Experiment 

conducted 
Findings Conclusion 

1 
System Uptime 

Ratio (SUR) (%) 

7-day continuous 

operation test 

100% uptime – No downtime 

recorded 

Fully stable system 

with zero 

interruptions 

2 
Data Processing 

Accuracy (DPA) 

(%) 

1000 test records 

with 50 intentional 

errors 

95% accuracy – System 

successfully flagged all 50 

errors 

Proven ability to 

detect and filter out 

invalid data 

3 Data Completeness 

Ratio (DCR) (%) 

30 intentionally 

incomplete entries 

introduced to 1000 

test records 

97% completeness - System 

successfully identified and 

flagged all 30 missing data 

points 

Proven ability to 

detect and manage 

missing data, 

showing high 

traceability and 

system reliability 

 

 

By emphasizing system performance, data processing accuracy, and robust error 

management, the T&T framework established itself as a reliable tool for managing bio-

based supply chains. This reliability underpins stakeholder trust, supports decision-

making, and aligns the framework with its overarching sustainability goals. 

 

5.2.2 Security  

Security is a foundational pillar of the T&T framework, protecting sensitive data, 

preventing unauthorized access, and preserving the integrity of the supply chain's 

digital infrastructure. The decentralized nature of traditional blockchains is inherently 

secure, but the centralized model adopted in BioReCer demands tailored security 

measures to address its specific operational requirements. 

 

Data protection and privacy 

The T&T framework incorporated robust encryption protocols to safeguard data during 

transmission and storage. All data exchanged between stakeholders, ICT tools, and 

WP3's centralized blockchain is encrypted to prevent interception or tampering. In 
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addition, compliance with data privacy regulations, such as the GDPR, is prioritized to 

handle personal and organizational information responsibly and transparently. 

 

Access control mechanisms 

Centralized systems necessitate stringent access controls to prevent unauthorized 

manipulation of data. The framework employed role-based access control (RBAC) to 

define clear levels of permissions for different stakeholders. For instance, while vessel 

operators may input data, only WP3 administrators can validate and store the 

information on the blockchain. This hierarchical control minimizes the risk of breaches 

and ensures accountability. 

 

Threat mitigation measures 

To protect the framework from potential threats, including cyberattacks and data 

breaches, several mitigation strategies were employed: 

− Firewall protection: The server infrastructure was shielded by advanced firewalls 

that monitor and block malicious traffic. 

− Regular security audits: Periodic evaluations of the framework's security systems 

ensured that vulnerabilities were identified and addressed promptly. 

− Real-time intrusion detection: Automated systems monitored network activity for 

anomalies, enabling rapid responses to potential threats. 

 

Secure data exchange in the fisheries case study 

In the fisheries case study, for example, vessel tracking logs, environmental sensor 

data, and batch information were transmitted via APIs to the centralized blockchain. 

These data points must be protected against unauthorized access to maintain 

stakeholder trust and preserve the accuracy of CIs. By encrypting transmissions and 

using secure API endpoints, the framework guarantees seamless and secure 

exchanges. 

 

Benefits of a secure framework 

The T&T framework prioritized security, yielding several critical benefits that enhance 

its overall effectiveness. First, robust security measures build trust among 

stakeholders, encouraging greater participation and data sharing by assuring them of 

the system's reliability. Second, maintaining data integrity preserves the authenticity 

of information, guaranteeing the accuracy and dependability of outputs such as 

environmental indicators and sustainability metrics. Additionally, meeting international 
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security standards reinforces the framework's alignment with legal and ethical 

requirements, bolstering its credibility. By focusing on comprehensive security, the 

framework not only safeguards against external threats but also establishes itself as a 

trustworthy and effective tool for promoting sustainability in bio-based supply chains. 

 

Metrics for security 

Metrics for security, including Incident Response Time (IRT), Unauthorized Access Rate 

(UAR), and Encryption Effectiveness (EE), collectively provided a comprehensive 

framework for evaluating the robustness of the T&T system's security measures. These 

metrics provided a systematic approach to monitoring and enhancing the system's 

ability to prevent unauthorized access, maintain data privacy, and respond promptly 

to potential threats. 

 

● Incident Response Time (IRT): Measured the time taken to detect, address, 

and resolve security incidents. A lower IRT indicates efficient threat 

management. 

𝐼𝑅𝑇 =
𝑇𝑜𝑡𝑎𝑙 𝑇𝑖𝑚𝑒 𝑆𝑝𝑒𝑛𝑡 𝑜𝑛 𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡 𝑅𝑒𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡𝑠
     (Eq.4) 

● Unauthorized Access Rate (UAR): Tracked the frequency of unauthorized 

access attempts compared to total access attempts. 

 

𝑈𝐴𝑅 =
𝑈𝑛𝑎𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑒𝑑 𝐴𝑐𝑐𝑒𝑠𝑠 𝐴𝑡𝑡𝑒𝑚𝑝𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝐴𝑐𝑐𝑒𝑠𝑠 𝐴𝑡𝑡𝑒𝑚𝑝𝑡𝑠
× 100   (Eq.5) 

● Encryption Effectiveness (EE): Monitored the percentage of data 

transmissions that meet encryption standards. 

𝐸𝐸 =
𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝐷𝑎𝑡𝑎 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠

𝑇𝑜𝑡𝑎𝑙 𝐷𝑎𝑡𝑎 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠
× 100   (Eq.6) 

Together, these metrics served as essential tools for safeguarding the integrity, 

confidentiality, and trustworthiness of the centralized blockchain and ICT tools, further 

reinforcing the framework's alignment with international security standards and 

project objectives. 
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5.2.3 Data integrity 

Data integrity is another cornerstone of the T&T framework and secure that 

information remains accurate, consistent, and protected from unauthorized alterations 

throughout its lifecycle. The ability to maintain data integrity is vital for producing 

reliable outputs, such as CIs, environmental metrics, and compliance assessments, 

which are pivotal for the framework's success in achieving its objectives. 

 

Data integrity across the supply chain 

● Immutable records through blockchain technology: The T&T framework 

employed a centralized blockchain model, which guaranteed that all data 

entries are immutable. Once a record, such as a vessel's location or a batch's 

storage conditions, was logged, it could not be tampered with, promoting full 

traceability and auditability. 

● Validation mechanisms: Automated data validation processes integrated into 

the ICT tool play a critical role in maintaining data quality. These mechanisms 

identify and correct inconsistencies or inaccuracies in real time, ensuring that 

only verified data is used for analysis and reporting. 

● Secure communication channels: Encrypted API connections between WP3 and 

WP5 safeguard data exchanged with stakeholders and ICT tools from 

interception or unauthorized access. This secure communication underpins 

trust and maintains the framework's credibility. 

 

Integration into reliability metrics 

To quantify data integrity, the following metrics were applied: 

● Data modification rate: Monitored any attempts to alter or overwrite previously 

stored data. 

● Validation success rate: Measured the percentage of data entries that pass 

initial validation checks without requiring manual intervention. 

● Audit trail completeness: Associated every data point with a transparent and 

complete history, demonstrating its origin and any subsequent interactions. 

 

Fisheries case study example 

In the fisheries case study, data integrity is paramount for maintaining trust among 

stakeholders and supporting reliable traceability. For instance, vessel tracking logs, 

environmental sensor data, and batch records must remain unaltered from the point 

of capture to final processing. Blockchain technology secured these records, while 
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validation protocols maintain consistency and accuracy. Any discrepancies or errors in 

the data could undermined compliance with sustainability standards or disrupt the 

calculation of CIs, making data integrity a critical focus for achieving the framework's 

goals. 

By embedding robust measures to maintain data integrity, the T&T framework not only 

protected against external threats but also built trust, enhances transparency, and 

solidifies its role as a reliable tool for managing bio-based supply chains. 

 

Metrics for data integrity 

● Data Modification Rate (DMR): Tracks the rate of detected and attempted 

modifications to existing records. 

𝐷𝑀𝑅 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑀𝑜𝑑𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝐴𝑡𝑡𝑒𝑚𝑝𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝑅𝑒𝑐𝑜𝑟𝑑𝑠
× 100   (Eq.7) 

● Validation Success Rate (VSR): Evaluates the percentage of data entries that 

pass initial validation checks without requiring corrections. 

𝑉𝑆𝑅 =
𝑉𝑎𝑙𝑖𝑑𝑎𝑡𝑒𝑑 𝑅𝑒𝑐𝑜𝑟𝑑𝑠

𝑇𝑜𝑡𝑎𝑙 𝑅𝑒𝑐𝑜𝑟𝑑𝑠 𝑆𝑢𝑏𝑚𝑖𝑡𝑡𝑒𝑑
× 100   (Eq.8) 

● Audit Trail Completeness (ATC): Measures the proportion of data entries with 

complete and transparent histories. 

𝐴𝑇𝐶 =
𝐷𝑎𝑡𝑎 𝑃𝑜𝑖𝑛𝑡𝑠 𝑤𝑖𝑡ℎ 𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒 𝐴𝑢𝑑𝑖𝑡 𝑇𝑟𝑎𝑖𝑙𝑠

𝑇𝑜𝑡𝑎𝑙 𝐷𝑎𝑡𝑎 𝑃𝑜𝑖𝑛𝑡𝑠
× 100  (Eq.9) 

 

Metrics like DMR and VSR focus on maintaining accurate and reliable data. In the 

fisheries case study, for example, a high VSR would demonstrate the system’s 

capability to validate vessel logs and environmental sensor data effectively. 

 

5.2.4 Continuous improvement 

The evaluation process is iterative, incorporating feedback from initial pilot tests 

(Section 6.3). Adjustments are made to enhance system performance and address any 

identified gaps in reliability, security, or data integrity. 

By adhering to these evaluation criteria, WP3 demonstrated that the T&T framework 

met the highest standards of operational excellence, supporting the project's 

overarching goals of sustainability, traceability, and compliance. 
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5.3 Feedback from initial tests and framework adjustments 

To evaluate and enhance the effectiveness and adaptability of the T&T framework, 

feedback from pilot testing is essential. Initial testing provided critical insights into the 

operational performance of the framework, identifying both strengths and areas 

requiring improvement. These evaluations were particularly vital for a system as 

complex as the T&T framework, which integrated data from diverse sectors and 

stakeholders to deliver reliable outputs. 

 

 Gathering and analysing feedback 

The feedback collection process involves multiple stakeholders, ICT tool developers, 

and regulatory bodies, each contributing valuable perspectives. Structured surveys, 

interviews, and system performance logs are employed to gather qualitative and 

quantitative data on the framework’s usability, data accuracy, and compliance with 

project objectives. For example, fisheries operators may report challenges with real-

time data logging, while WP3 developers might highlight integration bottlenecks within 

the centralized blockchain or delays in processing API requests from the ICT tool. These 

insights help identify specific areas in the data exchange workflow and the centralized 

blockchain infrastructure that require optimization. 

 

Key findings from pilot tests 

Preliminary results from the fisheries case study confirmed the framework's readiness 

for handling real data from case studies. The framework has demonstrated its 

capability to accurately track and record supply chain activities, with feedback from 

the ICT tools indicating that API connections and performance are functioning 

effectively. While the system is prepared for more extensive use, increasing 

stakeholder engagement remains a priority to ensure broader and more 

comprehensive data collection. Enhanced training and outreach initiatives are planned 

to further strengthen participation, enabling even more robust and in-depth analysis 

as the project progresses. 

 

Framework adjustments based on feedback 

Based on the feedback received, several targeted adjustments have been implemented 

to refine the T&T framework. API connections have been optimized to maintain 

consistent performance and seamless data exchange with the ICT tools, reducing 

latency and enhancing reliability. Data validation algorithms have been further refined 

to improve accuracy and consistency in processing. User interfaces have been 
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redesigned to provide a more intuitive and user-friendly experience, facilitating easier 

access and data entry for stakeholders. Moreover, enhanced training programs and 

tailored support resources are being deployed to increase stakeholder engagement 

and support comprehensive data collection. These updates position the framework for 

effective deployment with real data from case studies. 

 

 Benefits of iterative refinement 

The iterative refinement process has been instrumental in adapting the T&T framework 

to real-world conditions and evolving stakeholder requirements, and it continues to 

support its dynamic evolution. By proactively addressing challenges and integrating 

valuable feedback into its design, the framework achieves enhanced reliability, 

usability, and stakeholder acceptance. This ongoing improvement cycle establishes the 

T&T framework as a robust, scalable, and adaptable tool for advancing sustainability 

and transparency in bio-based supply chains. 

The initial testing and subsequent feedback-driven enhancements emphasized the 

critical role of collaboration and continuous adaptation in meeting the project's 

objectives. These concerted efforts lay a solid foundation for a more efficient and 

reliable system, fully prepared for broader implementation across all case studies 

within the BioReCer project. 

 

5.4 Final evaluation of the T&T system for supply chain 

integration 

The final evaluation of the T&T framework served as a critical step in validating its 

effectiveness for supply chain integration. This phase not only consolidated the insights 

and refinements gathered from pilot testing but also assessed the framework's 

readiness for full-scale deployment across the bio-based sectors represented in the 

project's case studies. 

 

Framework performance assessment 

The evaluation focused on key performance metrics, including traceability accuracy, 

system reliability, data security, and compliance with regulatory and sustainability 

standards. The centralized blockchain, coupled with the ICT tool, ensured seamless 

data flow and integrity, enabling accurate tracking of supply chain activities. Initial 

tests have demonstrated the system’s capability to process real-time data from 

stakeholders while maintaining compliance with data protection regulations. 

Integration readiness across case studies 
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The fisheries case study served as a foundational model, demonstrating the 

framework's ability to integrate sector-specific techniques with centralized blockchain 

technology. The successful implementation showcased the framework’s adaptability 

and precision. These results established a strong precedent for extending the 

framework to other case studies, such as forestry, agriculture, and sewage, each 

requiring unique adaptations based on sector-specific processes and requirements. 

 

Stakeholder confidence and usability 

Stakeholder feedback highlights the system’s usability, from the intuitive interfaces to 

the reliability of the API connections with WP3's centralized server. By addressing 

stakeholder concerns during the pilot phase, the framework has built trust and 

confidence among users, promoting higher engagement rates and improved data 

quality. 

 

Alignment with BioReCer objectives 

The T&T framework aligned seamlessly with the BioReCer project’s overarching 

objectives of enhancing sustainability, transparency, and compliance in bio-based 

supply chains. The calculated CIs and environmental metrics demonstrated the 

framework's ability to provide actionable insights, supporting decision-making 

processes for stakeholders and policymakers. 

 

Conclusion and path forward 

The final evaluation underscored the readiness of the T&T framework for widespread 

application across all BioReCer case studies. With its robust architecture, adaptive 

design, and demonstrated effectiveness, the system is poised to become a cornerstone 

for advancing sustainability and accountability in bio-based industries. Moving forward, 

continued stakeholder collaboration and periodic evaluations will show the framework 

remains responsive to emerging challenges and sectoral needs, solidifying its role as 

an essential tool for supply chain integration. 
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6 Final T&T framework blueprint 

The final T&T framework blueprint encapsulated the comprehensive efforts undertaken 

by WP3 to design, test, and refine an adaptable traceability and transparency system 

for bio-based supply chains. This blueprint served as a strategic guide for the 

deployment, implementation, and integration of the T&T framework across diverse 

sectors, including fisheries, forestry, agriculture, and sewage sludge. By synthesizing 

technical innovation, stakeholder input, and rigorous evaluation, the blueprint 

maintains a reliable, scalable, and user-cantered solution that aligns with BioReCer’s 

objectives. 

This section provides a complete overview of the T&T system's deployment, offering 

clear guidelines for adapting the framework to various sectoral contexts. It also 

includes technical specifications, setup instructions, and insights from validation 

processes conducted with experts. Together, these elements create a robust 

foundation for achieving traceability and sustainability across all BioReCer case 

studies. 

 

6.1 Complete blueprint for T&T system deployment 

The comprehensive deployment blueprint for the T&T framework is designed to 

facilitate seamless integration, operational efficiency, and adaptability across diverse 

bio-based supply chains. This blueprint outlines a structured approach to deploying the 

system, from initial setup to full operationalization, equipping all stakeholders with the 

tools and guidance needed for successful implementation. 

 

Key Phases of Deployment: 

● System initialization 

Establishing the centralized blockchain infrastructure on WP3’s server is a 

critical step, ensuring it is configured to efficiently handle data inputs and 

provide secure storage for all bio-based supply chain activities. Additionally, 

setting up API endpoints facilitates real-time data exchange with ICT tools, 

enabling smooth interaction between WP3 and the external stakeholders 

managed by WP5. This setup enables seamless integration and operational 

efficiency across the system. 

● Sector-specific customization 

Tailoring the framework to meet the unique requirements of each case study, 

such as fisheries, forestry, and agriculture, is a pivotal aspect of deployment. 

This involves incorporating sector-specific data collection tools, including vessel 
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monitoring systems for fisheries and soil sensors for agriculture, to ensure the 

framework effectively addresses the distinct needs of each sector. 

● Stakeholder onboarding 

Conducting training programs to familiarize stakeholders with the framework's 

functionality is essential, with a focus on emphasizing the importance of 

accurate data submission. Additionally, providing user-friendly manuals and 

offering technical support facilitates a smooth adoption of the system by all 

stakeholders. 

● Data integration and validation 

This process involves aligning diverse data formats with the framework's 

centralized blockchain infrastructure to achieve compatibility and seamless 

integration into the system. Automated validation checks are applied to these 

datasets to uphold high standards of accuracy and consistency. These validation 

mechanisms not only identify discrepancies and errors but also enhance the 

framework's credibility by utilizing only verified data for analysis and reporting. 

This rigorous approach supports the framework's goal of delivering reliable 

insights and maintaining stakeholder confidence in its outputs. 

● Pilot testing and feedback loop 

This stage identifies operational bottlenecks and areas needing improvement, 

enabling the framework to perform optimally in real-world scenarios. During 

this phase, stakeholder feedback is systematically collected and analysed, 

providing valuable insights into user experiences and system functionality. This 

feedback is then integrated into the framework, enabling refinements and 

adjustments that address specific challenges. By resolving these issues prior to 

full-scale implementation, the framework is better positioned to achieve its 

objectives effectively and efficiently across all case studies. 

● Full deployment and monitoring 

Scaling the framework across all participating sectors involves a systematic 

approach to ensure broad applicability and operational effectiveness. This 

phase focuses on achieving seamless compatibility with existing technologies 

within each sector while adhering to stringent regulatory requirements. The 

process emphasizes flexibility, enabling the framework to accommodate diverse 

operational needs across fisheries, forestry, and agriculture. 

 

Additionally, real-time monitoring dashboards are implemented to provide continuous 

oversight of supply chain activities. These dashboards enable stakeholders to track 
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processes dynamically, ensuring transparency, compliance, and swift resolution of 

potential issues. By combining scalability with robust monitoring capabilities, the 

framework establishes a comprehensive system for managing and optimizing bio-

based supply chain activities across sectors. 

 

Supporting features 

− Technical support infrastructure: A dedicated support team within WP3 to 

address deployment challenges and provide ongoing assistance. 

− Documentation: Comprehensive guidelines and technical manuals detailing 

the installation, configuration, and usage of the framework. 

− Scalability provisions: Enabling that the system can accommodate increased 

data volumes and new stakeholders as the supply chain grows. 

 

Example from the fisheries case study 

In the fisheries case study, the deployment blueprint includes specific provisions for 

integrating vessel tracking logs, environmental monitoring data, and species 

identification tools. These elements are seamlessly incorporated into the centralized 

blockchain, providing a real-time, transparent view of the entire supply chain. 

By following this structured blueprint, the T&T framework can be deployed effectively, 

allowing all stakeholders to benefit from improved traceability, accountability, and 

sustainability in bio-based supply chains. 

 

6.2 Guidelines for implementing the framework across sectors 

Implementing the T&T framework across diverse sectors, such as fisheries, forestry, 

and agriculture, and sewage requires a structured and adaptable approach. These 

guidelines are designed to address the unique challenges and requirements of each 

sector while maintaining the framework's integrity and operational efficiency. The 

implementation process ensures that all stakeholders can seamlessly adopt the system 

and contribute to its overall objectives of traceability, transparency, and sustainability. 

 

Sector-specific customization 

Each sector involved in the BioReCer project presents distinct operational processes, 

data requirements, and regulatory obligations. For example, the fisheries sector relies 

on tools such as vessel monitoring systems and environmental sensors, while the 

forestry sector may depend on legacy timber tracking systems. Customizing the 

framework for these specific needs involves integrating relevant data collection tools, 

http://www.biorecer.eu/


Deliverable D3.1 

Complete and approved theoretical framework for full T&T … 

www.biorecer.eu page  82/95 
 

achieving compatibility with existing systems, and aligning processes with sectoral 

standards. 

 

Stakeholder collaboration and training 

Effective implementation requires active engagement with stakeholders from each 

sector. While stakeholders primarily interact with the ICT tool as their interface for 

data submission and access, understanding the underlying philosophy and significance 

of the T&T framework is equally essential. 

Training programs are designed not only to familiarize users with the framework's 

functionalities but also to emphasize its broader purpose. Stakeholders are educated 

on how accurate and comprehensive data submission contributes to enhanced 

traceability, regulatory compliance, and sustainability across the supply chain. These 

initiatives highlight the role of T&T in fostering transparency and building trust among 

supply chain participants. 

Additionally, training sessions focus on sector-specific tools, such as vessel monitoring 

systems in fisheries or soil sensors in agriculture, and how these tools integrate into 

the broader T&T framework. Stakeholders are also guided on interpreting real-time 

monitoring dashboards to make data-driven decisions effectively. Collaborative 

workshops and accessible technical support show that any stakeholder concerns are 

addressed promptly, fostering confidence and adoption of the system. 

By reinforcing the importance of T&T alongside technical training, WP3 T&T framework 

aims to cultivate a culture of accountability and shared responsibility among 

stakeholders, ultimately enhancing the framework's effectiveness and reliability. 

 

Regulatory alignment 

To promote compliance, the framework is tailored to meet sector-specific regulatory 

requirements. For instance, fisheries operations must adhere to sustainability quotas 

and traceability mandates, while forestry activities require alignment with certification 

standards for sustainable timber sourcing. The framework incorporates automated 

compliance checks, reducing the burden on stakeholders and ensuring adherence to 

regulatory expectations. 

 

Scalability and interoperability 

As the framework expands across sectors, scalability is a priority. This involves 

configuring the centralized blockchain and ICT tool integration to handle increasing 

data volumes and diverse workflows. Interoperability with existing systems and 
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technologies enables a smooth transition, minimizing disruptions during 

implementation. Compatibility with legacy systems is achieved through custom API 

connectors and middleware solutions. 

 

Iterative improvement 

Guidelines emphasize the importance of ongoing evaluation and refinement based on 

sector-specific feedback. Pilot testing in each sector provides valuable insights into 

operational bottlenecks and areas for improvement. Feedback loops are established to 

incorporate stakeholder recommendations into system updates, maintaining 

continuous alignment with real-world conditions. 

By following these guidelines, the T&T framework facilitates successful implementation 

across sectors, promotes collaboration, enhances data reliability, and advances the 

transition to a more sustainable bio-based economy. 

 

6.3 Standardized registration of T&T events 

A standardized event registration framework helps keep T&T records accurate, 

consistent, and traceable across bio-based supply chains. By establishing a clear 

structure, it helps capture key events that affect the movement, certification, and 

sustainability of materials, making traceability more transparent and dependable for 

all stakeholders. This framework defines what data must be recorded, how often, and 

in what format, ensuring a unified protocol for all stakeholders in the BioReCer supply 

chain. 

 

6.3.1 Defining T&T events and their impact 

T&T events are key occurrences in the supply chain that affect a material’s traceability, 

regulatory status, and sustainability attributes. These events are categorized as 

follows: 

• Material movement events – Batch transfers between producers, 

processors, manufacturers, and retailers. 

• Processing and transformation events – Modifications in composition, 

packaging, or product classification. 

• Certification events – Inspections, approvals, and validation of sustainability 

credentials. 

• Environmental and circularity metrics – Collection and calculation of CIs 

(e.g., energy intensity of disclosed product and pre-consumer recycled content of 

product). 
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• Quality and compliance checks – Product conformity to bio-based 

standards, quality assurance audits. 

 

Each event is time-stamped, digitally signed, and stored in the T&T system, ensuring 

that records remain tamper-proof, accessible, and auditable for all stakeholders. 

 

6.3.2 Required data for each event 

To establish a consistent and reliable method for tracking events in bio-based supply 

chains, WP3 T&T framework defines a set of required data fields for each traceability 

event. These data points enable accurate record-keeping, validation, and seamless 

data exchange across stakeholders while aligning with the BioRecer IoT tool (BIT) data 

model (D5.2). 

 

Core data fields for T&T event registration 

Each registered event within the supply chain must include the following mandatory 

data fields, structured for standardization and interoperability: 

 

• Unique event ID – A system-generated identifier to track and log each event. 

• Batch ID / Product identifier – A unique reference code assigned to the 

tracked material. 

• Timestamp & geolocation – Date, time, and precise location of the event. 

• Event type – Classification of the event (e.g., production, transport, storage, 

certification check). 

• Stakeholder involvement – Identification of the entity responsible for the 

event (e.g., producer, processor, certifier). 

• Processing / transformation details – Description of any modifications 

(e.g., blending, refining, packaging). 

• Certification status – Verification of compliance with voluntary certification 

schemes . 

• Environmental & circularity indicators – Data required for calculating 

circularity indicators. The formulas and questionnaire provided by WP2, as 

presented in D2.3. 

• Storage & transportation conditions – Parameters such as temperature, 

humidity, and handling methods. 

 

http://www.biorecer.eu/


Deliverable D3.1 

Complete and approved theoretical framework for full T&T … 

www.biorecer.eu page  85/95 
 

These core data fields create a structured and unified format for recording all 

significant T&T events. 

 

Data format and interoperability 

To maintain compatibility with the BIORECER ICT tool, the event data format follows 

standardized digital structures: 

• JSON/XML-based data model – Supports easy integration into databases and 

reporting tools. 

• API-driven data exchange – Allows real-time synchronization with partner 

systems. 

 

Frequency of data logging 

Events are recorded based on their nature and impact on traceability: 

• Real-time logging – IoT sensors automatically log data (e.g., temperature 

during transport, GPS location updates). 

• Periodic updates – Certification schemes relate compliance reports submitted 

at predefined intervals. 

• Event-triggered logging – Entries generated upon completion of a milestone 

(e.g., a batch reaching its destination). 

 

Data accuracy and compliance 

To verify and validate recorded data: 

• Blockchain-secured timestamps prevent data tampering. 

• Smart contract-based validation ensures consistency in compliance records. 

• Automated alerts and error detection highlight anomalies, reducing 

discrepancies in the supply chain. 

 

6.4 Technical specifications and instructions for framework 

setup 

The technical specifications and setup instructions for the T&T framework are tailored 

to ensure a seamless integration of data collection, processing, and reporting 

functionalities. This section outlines the essential components, configurations, and 

deployment guidelines necessary to operationalize the framework effectively. 

 

Centralized server infrastructure 
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The centralized server supporting the T&T framework must meet the following 

minimum requirements to ensure reliability, scalability, and secure operation. These 

requirements account for the need to handle large volumes of data, perform real-time 

monitoring, and provide high availability: 

 

Minimum hardware specifications: 

− Memory (RAM): At least 64 GiB to support real-time processing and 

temporary storage of high-frequency data inputs. 

− Processor: Minimum of an Intel® Xeon® or equivalent with 16 cores and a 

base clock speed of 2.5 GHz for efficient multitasking and transaction validation. 

− Storage: 

− Primary storage: 1 TB SSD for the operating system, database, and 

blockchain ledger to secure fast read/write speeds. 

− Secondary storage: 2 TB HDD for backups and archiving historical 

data. 

− Graphics (Optional): Dedicated GPU (e.g., NVIDIA RTX 4000 or equivalent) 

for advanced data visualization and support of machine learning algorithms in 

case of future requirements. 

− Network interface: Dual 1 Gbps Ethernet ports for reliable data transfer and 

low-latency API communication. 

− Power supply and redundancy: High-efficiency power supply with 

Uninterruptible Power Supply (UPS) support to minimize downtime during 

power failures. 

 

Software requirements: 

− Operating system: Linux-based distributions (e.g., Ubuntu Server 22.04 or 

CentOS 8) for stability and compatibility with blockchain and API applications. 

− Database management system: PostgreSQL or MySQL for structured data 

management. 

− Blockchain framework: Custom blockchain software tailored to WP3’s 

centralized approach with data validation and hashing capabilities. 

− APIs and middleware: Python-based Flask or Django framework for API 

development, providing integration with the ICT tool. 

 

Security and scalability considerations: 
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− Firewall and intrusion detection systems (IDS): To protect against 

unauthorized access and cyberattacks. 

− Scalability: Modular infrastructure capable of handling increasing data 

volumes without degradation in performance. 

− Backup System: Automated daily backups with encryption to provide data 

availability and recovery. 

 

These specifications make the server infrastructure robust enough to support the T&T 

framework while allowing flexibility for future scalability and enhancements. By 

adhering to these minimum requirements, WP3 can maintain a secure, efficient, and 

adaptable system to meet the project’s objectives. 

 

API configuration and integration 

The API endpoints form a critical link between WP3's centralized blockchain and the 

ICT tool managed by WP5. Key instructions for API setup include: 

● Endpoint creation: Design endpoints such as /validate_data, 

/fetch_indicators, and /report_errors to facilitate seamless data exchange 

between the centralized server and external systems. 

● Authentication protocols: Implement OAuth2 or token-based authentication 

to secure API access, allowing only authorized systems to interact with the 

framework. 

● Testing: Conduct rigorous testing of API endpoints to verify functionality and 

minimize latency, guaranteeing real-time performance for supply chain 

operations. 

 

Blockchain deployment and configuration 

The centralized blockchain is configured to manage data storage, traceability, and 

immutability. Deployment involves the following steps: 

● Ledger setup: Initialize the blockchain ledger with predefined categories for 

data inputs (e.g., vessel data, environmental metrics, and storage conditions). 

● Smart contracts: Deploy pre-tested smart contracts to validate and record 

transactions automatically, aligning compliance with predefined rules. 

● Data encryption: Enable end-to-end encryption for all data entries to 

safeguard against unauthorized access or tampering. 

 

Data validation and storage 
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To maintain high standards of accuracy and reliability, the framework incorporates 

automated validation mechanisms: 

● Validation algorithms: Integrate scripts that identify data anomalies, 

inconsistencies, or missing entries before recording them on the blockchain. 

● Storage architecture: Utilize a structured database for efficient retrieval and 

reporting, supporting compatibility with circularity indicator calculations and 

sustainability assessments. 

 

Pilot testing and scalability 

The framework undergoes initial deployment in pilot case studies, such as fisheries 

and forestry, to identify potential bottlenecks and refine functionalities. Once validated, 

the system is scaled across other sectors, maintaining compatibility and adaptability 

to diverse operational requirements. 

By adhering to these technical specifications and setup instructions, the T&T 

framework delivers a robust, secure, and efficient platform for managing traceability 

and sustainability in bio-based supply chains. 

 

6.5 Validation and verification with experts in the consortium  

The T&T framework's final iteration underwent rigorous validation and verification 

processes, conducted in collaboration with domain experts across the project 

consortium. This step was crucial for preparing the framework for deployment and 

aligning it with the objectives of traceability, sustainability, and transparency within 

bio-based supply chains. 

 

Expert review process 

Experts from relevant Work Packages (WPs) collaborated to evaluate the framework's 

functionality, reliability, and sectoral applicability. This multidisciplinary approach 

provided comprehensive feedback that addresses both technical and sector-specific 

requirements. 

 

Validation approach 

● Use case evaluation: Each case study are tested against the framework to 

verify its adaptability to sector-specific needs. Experts assessed the 

completeness of data collected, the effectiveness of sector-specific tools, and 

the alignment with traceability objectives. 
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● Technical validation: WP5 experts reviewed the API integration between the 

centralized blockchain and the ICT tools to verify  seamless data exchange and 

system compatibility. Particular attention was given to response times, error 

rates, and data security protocols. 

● Compliance checks: WP4 experts contributed by highlighting the challenges 

for integration of traceability framework in the existing certification schemes.  

 

Verification approach 

● Pilot testing feedback: Insights gathered during pilot deployments was 

compared with the validation results to identify any discrepancies or areas for 

improvement. 

● Expert panel review: An expert panel within the consortium reviewed the 

framework's outputs to verify their accuracy, consistency, and usability for 

decision-making and certification processes. 

● Iterative refinement: Based on expert feedback, the framework was fine-

tuned to address identified gaps, improve user experience, and enhance 

performance. 

 

Final wrap-up 

The validation and verification process confirmed the T&T framework's technical 

soundness while building stakeholder confidence by demonstrating its efficacy in real-

world scenarios. By drawing on the expertise within the consortium, WP3 guaranteed 

that the framework is robust, reliable, and prepared for full-scale deployment across 

all case studies. 

As the final output of WP3, the validated T&T framework positioned the project to make 

a significant impact on the bio-based sector by advancing traceability, sustainability, 

and transparency in supply chains. This achievement underscored the project's 

commitment to delivering practical, scalable solutions that align with the European 

Union's sustainability goals. 
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7 Conclusion 

The T&T framework represented a significant advancement in promoting transparency, 

reliability, and sustainability across bio-based supply chains. By integrating advanced 

technologies such as blockchain, IoT, and hyperspectral imaging with harmonized data 

protocols and robust stakeholder collaboration, the framework effectively addressed 

the complexities and challenges unique to bio-based industries. 

The iterative process of development, incorporating expert feedback and real-world 

testing, refined the system to be adaptable, reliable, and scalable for diverse sectors, 

such as fisheries, forestry, and agriculture. The centralized blockchain infrastructure, 

coupled with secure APIs, ensures data integrity and promotes trust among 

stakeholders by providing an immutable, auditable, and transparent repository of 

supply chain activities. 

The pilot case studies underscored the framework’s capacity to handle real-time data 

collection and analysis, validated sustainability metrics, and met regulatory 

requirements. The guidelines and technical specifications outlined within the 

deliverable offer a clear pathway for implementing the framework across different 

sectors, while the collaborative approach with stakeholders promotes its practical 

relevance and usability. 

With the completion of this deliverable, WP3 established a foundational blueprint for 

T&T systems that aligned with EU sustainability goals, promote a circular bioeconomy, 

and inspire confidence in bio-based products. As the framework transitioned to broader 

adoption and further integration in the remaining phases of the project, it set a robust 

precedent for advancing sustainability and accountability in global supply chains. 
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8 List of Abbreviations 

 

AIDC Automatic Identification and Data Capture 

API Application Programming Interface 

ATC Automated Tracking and Control 

BaaS Blockchain-as-a-Service 

BBE Baidu Blockchain Engine 

BioReCer Biological Resources Certification Schemes 

BIT BioReCer IoT Tool 

CEN Comité Européen de Normalisation 

CEN/TC Comité Européen de Normalisation/Technical Committee 

CENELEC Comité Européen de Normalisation Électrotechnique 

CI Circularity Indicator 

CPU Central Processing Unit 

CUDA Compute Unified Device Architecture 

DCR Data Completeness Ratio 

DMR Data Modification Rate 

DPA Data Processing Accuracy 

EE Encryption Effectiveness 

EU European Union 

GDPR General Data Protection Regulation 

GPS Global Positioning System 

GPU Graphics Processing Unit 

HDD Hard Disk Drive 

HSI Hyperspectral Imaging 

IBM International Business Machines 

ICT Information and Communication Technology 

ID Identification 

IRT Incident Response Time 

ISCC International Sustainability and Carbon Certification 

ISO International Organization for Standardisation 
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ISO/TC 
International Organization for Standardisation/Technical 

Committee 

JSON/XML JavaScript Object Notation/ Extensible Markup Language 

LCA Life Cycle Assessment 

MB Megabyte 

OECD Organisation for Economic Co-operation and Development 

QR Quick Response 

RAM Random Access Memory 

RBAC Role-Based Access Control 

RFID Radio Frequency Identification 

SSD Solid-State Drive 

T&T Track and Traceability 

TB Terabyte 

TLS Transport Layer Security 

UAR Unauthorized Access Rate 

UPS Uninterruptible Power Supply 

VMS Vessel monitoring systems 

VSR Validation Success Rate 
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